S, IPMHEMAI0 pelleHHe 0 NPENOCTABJICHHH MOMX NMEPCOHATBHBIX JAHHBIX H 1410 cornacde Ha ux o0pabGoTky
caenyromemy cyibexTy HHGOPMaIHOHHBIX OTHOWIeHHH:

000 «Baiiz Texuonomkuzy, 220005 PE, r. Musck, yn. Timupsazesa, 658, 7 sTax, oduc 711, VHIT 691468858.

Kpome yKa3aHHBIX MEPCOHANBLHBIX JAHHBIX 51 TAKAKE BBIPAZKAI0 CBOE COTIACHE HA 06paboTky cyOmexToM HH(POPMALHOHHBIX
oTHOWEHHH cieqyroweii HHdopMaLHH:

Bpewms/mata Hayana paGoTel M €& OKOHYAHHWA, spems/nata doTorpaduii; cTaTyc AaTHHMKOB GPS; ctaryc HacTpOHKH
oTpe/ie/ieHus MeCTOMONOKEH!S YCTPOHCTBA N0 CETH; CTATYC COBIMHEHHA € CETRIO «/HTepHeT»; CIIHCOK yCTAHOBIEGHHOTO Ha
yeTpoiicTBe cyObeKTa nepcoHatbHbIX AaHHbiX 10 juist npoBepKy Ha HATHHHE TIO i U3MeHEHHs TeOIOKALMK H TTOyUeHHA Npas
cyrep Nojb30BaTesis; MOy eHHe CBeIeHHI O NOTyIeHIH yCTpOlCTRA B TeueHHe OCYIIECTBIeHN paGoTEl B Wiserep; HHpOpMAaLHs
0 HACTpO¥HKaX BPEMEHH ¥ YaCOBBIX MOACOB; IOTHPOBAHHE neiicTBuil B WiseRep ¥ cocToAHHA Gatapeu.

Cpok, B TeyeHHe KOTOPOIo AeHCTBYeT HacTos e COrIacHe — 5 mer

Ha OCHOBaHWM MOEro M¥ChMEHHOro obparmeHds c¢ TpeGoBaHWeM O TMpPEKPAleHHH 06paloTKi EPCOHATBHBIX NaHHBIX
cyObekT MHPOPMALIMOHHBIX OTHOLICHHUH MPEKpaTHT 06pabOTKy TAKMX MEPCOHANBHBIX JAHHBIX B TEYCHHE 3 (Tpex) paboumx aHeH, o
yem MHe Gy/IeT HaIpaBIeHo MHChMeHHO yBeIoMIIeHHe B TeueHue 10 (mecsith) pabounx nHel. O6padoTka nepCOHANBHBIX IAHHBIX
TpeKpaiaeTcs B CIy4ae JTHKBHAALMM UM peopraHusalii cyGpexTa HHGOPMAIMOHHBIX OTHOIIEHHH. S cormaceH ¢ TEM, HTO 1O
MOEMY MHUChMEHHOMY TpeGOBaHMIO YBeAOMIeHWe 00 YHWHYTOKEHHH MEpPCOHABHBIX JAHHBIX Gymer BpydaThca MHe (MoeMy
MPEACTABMTEIO) TI0 MECTY HaXokaeHHs 060CO0ACHHOrO NOApaseNeHHA cyGnexTta HHPOPMALMORHBIX OTHOICHHMH.



1, user name, make a decision on provision of my personal data and express my will consent to their processing to
this informational relations subject:

Wise Technologies LLC, 220005 Republic of Belarus, Minsk, 655 Timiryazeva str., 7 floor. Office 711, Taxpayer
Identification Number 69146885.

Besides the specified personal data, L also express my consent for the processing by informational relations subject of the following
information:

Work start and completion time/date; time/date of photos; status of GPS sensors; status of configuration of location sensing
via network; status of the Internet connection; the list of the software installed on the PD subject's device for the verification of
availability of the software for the geolocation variation and access to the super-user rights; information on receipt of'a device within
the period of work performance in wiserep; information of time and time-zones settings; logging of actions in WiseRep and of
battery status.

The period of validity of this consent of the personal data subject is § years:

The informational relations subject shall terminate the personal data processing within three (3) business days upon my
written application with the request for the termination of processing of its personal data; notice hereof I shall be notified in writing
about it within ten (10) business days. The personal data processing shall be terminated in case of liquidation or reorganization of
the informational relations subject. I agree that upon my written request the notice of the personal data destruction shall be handed
in to me (my representative) at the offices of the informational relations subject’s separate subdivision.
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MonoxeHue 06 obpaboTke 7 3awure
nepcoHabHbIX AaHHbIX

1. O6wue nonoXKeHns

1.1. Hactosmee [losoxenne pa3pafoTaHo B COOTBETCTBHM C 3aKOHOAATC/ILCTBOM Poccuiickoi
deyiepalli O TIEPCOHATBHBIX JAHHBIX (Jalee 7O TEKCTy - [1]J1) ¥ HOPMAaTHBHO-METOIIYECKUMH
JOKYMEHTAMH HCTIONHHTEIBHBIX OPTaHOB FOCYaPCTBEHHOH BIACTH 110 BONPOCaM 6esonacuocty [1/IH npu
ux obpaborke B MHQOPMAUHOHHBIX CHCTEMaX I1/Tn (nanee — UCI1IH).

1.2. B nensix Hactosmero [10m0keH!s HCIONb3YIOTCS CeAYIOMNE TePMUHBI:

nepconanbHple gapmbie  (TI1H) - sobas uHbOpMald, OTHOCAMAACS K TpPAMO MM KOCBEHHO
OTIpeIeIEHHOMY WM OnpejiesiseMoMy (H3HHECKOMY JTHILY (cyonexty I1]1H);

OIlepaTop - TOCYAApCTBEHHBIH OpraH, MyHHUMIAIBLHBIH OpraH, FOPHIMHECKOE HIH (puzuHecKoe NHIIO,
CAMOCTOSTENBHO MM COBMECTHO C JPYTMMH JHMIAaMi OpraHusyiolye M (WIH) OCYLUECTBISIONIHE
o6pabotky [1JIH, a TaKKe ONPEACTAFOIIME LETH o6paborku [1/1H, coctas [1]1H, mopnexammx obpabotke,
neiicTBus (omepaluu), coepiiaemsie ¢ ITIH;

o6pa6otka [T/ - moGoe melcTBrE (Orepalyst) WM COBOKYITHOCTE meiicTBHHM (onepalyit), cOBepIagMbIX
C HMCIONB30BAHHEM CPEJICTB aBTOMATH3ALMM WK Oe3 UCTONB30BaHHA TAKKUX CPEICTB C I1]1H, BKUTFOYad
c6op, 3amMch, CHCTEMATH3alMIO, HAKOIUICHWE, XpaHCHHe, YTOUHCHHE (o6HOBNEHHE, W3MEHEHHE),
W3BIIEUEHIe, HCTIONB30BaHKe, nepefady (pacrpoCTpaHeHHE, NPEAOCTABICHHUE, JocTyIr), 00e3MHYHBAHNE,
GroKMpoBaHHMe, yaleHue, yudToxkenue [1J1H;

aBTOMaTH3HpOBaHHas o6paborka [1/TH - o6paboTka [T]IH ¢ TOMOIIBIO CPEACTB BBIUUCIIATEIIFHOH TEXHHKH,

pacnipoctparenue I1/{H - neHCTBHSA, HATIPABJIEHHBIC HA PACKPBITHE I1]IH HeOTIpEAENEHHOMY KpPYTY JIHIL,

npenocrasnenye [1JIH - JCHCTBHA, HAMpaBJICHHBIC HA PACKPRITHE [1/[a ompele/lcHHOMY JIHAIY HIIH
OTpeNIeIEeHHOMY KpYTY JIMLL;

6okuposanye I1J[H - BpeMeHHOe IpEeKpalleHne obpaborku [1JIH (32 MCKIIOYEHHEM CITy4acB, eciy
o6pabotka Heobxoxmma i yTounenus [1JIH);

yupuToxenue [I[[H - OeHCTBHs, B pE3yNbTaTe KOTOPBIX CTAHOBHICH HEBO3MOKHEIM BOCCTAHOBHTD
conepxanue [1[Ja 8 UCII/JIH u /inn B pesynbTaTe KOTOPBIX YHHUTOKAOTCS MaTepuaibHele HOCHTEIN

ITTH;
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o6esnuuuBanue [1J[H - AelicTBHSA, B pe3yabTaTe KOTOPBIX CTAHOBUTCA HEBO3MOXKHEIM 0e3 UCIIONB30BAHMSA
JIOTIONHATEEHON HH(OPMAITAH OTPEIETATE IPHHAIUIEKHOCTE [1]TH KOHKpeTHOMY CyOBeKTy IT0s;
MH(OPMALMOHHAS CHCTEMA [IEPCOHANBHBIX JaHHBIX (AUCTI/TH) - COBOKYIHOCTb CONepiKalmxcs B 0asax
nanueix [1IH 7 obecrieunBaomux 1x 00paboTky HHOPMAIHOHHBIX TEXHOJIOTUH U TEXHHYECKUX CPEICTB;
TpaHcrpaHuyHas nepejaya [1/[H - mepenaya I1/IH Ha TepPUTOPHIO HHOCTPAHHOIO roCyAapcTsa OpraHy
BNACTH HMHOCTPAHHOTO TOCYJIApcTBa, WHOCTPAHHOMY —(H3MYECKOMY JIHIly WIH HHOCTPAHHOMY
FOPU/IHYECKOMY JIHILY.

1.3. Hacrosmee TTonosxeHne ompeienseT MOpsAaoK i yenosus obpabotku I1/1H B 000 «Baiiz TexHOIOMKH3»
(nanee mo Tekcry - Omepatop), BKMOHYas INOPSIOK TNepejadn [/l TpeThMM JHUAM, OCOOEHHOCTH
ABTOMATH3HPOBAHHOH M HEaBTOMATH3HPOBAHHOH 0OpaGoTKH [1/1n, nopsmok moctyna K ITJIH, cuctemy
samury T1JIH, TOPAIOK OPraHK3alMH BHYTPEHHETo KOHTPOJS M OTBETCTBEHHOCTD 32 HApyIICHAA npu
obpabotke I1/1H, HHEIE BOTIPOCHI.

1.4. Jleiicteue Hactosuiero [lonoskeHus pacpoOCTPaHAETCs Ha BCE MPOLISCCHI 1O cbopy, cUCTeMaTH3aIMH,
HAKOIUIEHHIO, XPAHCHUIO, YTOYHEHHIO, HCIOIB30BAHHIO, PacrpoCTPaHCHHIO (B ToM umCIE nepenayy),
063 TMUMBAHWIO, GIIOKHPOBAHHIO, YHHYTOKEHHIO [1JIH, OCYIMECTB/IAEMBIX C HCIONB30BAHHEM CPEACTE

aBTOMAaTH3alluH H He3 WX HCIOIL30BaHHA.

1.5. Hacrosmee ITonoeHre BCTYMaeT B CHUTY C MOMEHTA ero yTBepyaeHus PyKoBofuTe/eM Omneparopa
¥ feHcTByeT 6eccpoUHO, 0 3aMeHbl ero HoBbM [lonoskeHuem.

1.6. Bce usMmenenus B [TooxkeHHe BHOCATCSA NPUKA3OM.

1.7. OreercrBenHble nua Oneparopa JOIKHEI OBITH 03HAKOMIICHBI ¢ HACTOAIINM [TonoKeHHEM.

2. Llenw v 3apauu o6pabotku MNAH

2.1. O6paborka [1/JH TO/DKHA OrpaHMYMBATECA JOCTHXKEHHEM KOHKDETHBIX, 3apaHee OTpele/eHHbIX H
sakoHHBIX Lestel. He normyckaetcs obpabotka I1/lH, HecoBMecTHMAs ¢ LSTAMH cbopa IT]1H.

2.2. He nomyckaercs obbeauHerue 6a3 JaHHBIX, conepramux I1]1H, 06paboTKa KOTOPBIX OCYILIECTBIACTCA
B I[eJISX, HECOBMECTUMBIX MEX/Ty COOOH.

2.3. O6pabotke norexar TombKo [1/[H, KOTOpBIE OTBEYAIOT LIIAM HX o6paboTku.

2.4. Conepxanve W 00beM, 00pabaThHIBAEMBIX [1JIH [O/KHEI COOTBETCTBOBATH 3asB/ICHHBIM LEJISM
o6paborku. ObpabdatsiBaemeie [1/[H HE TOTKHBI OBITE M30BITOYHEIMM 110 OTHOIIEHHIO K 3afBJIEHHBIM
essM ux o6paboTky.

2.5. O6pabotka [1]IH coTpyaaukos OnepaTopa MOXKET OCYIIECTBIATECA HCKIIOTHTEIRHO B Ienax
obecriedeHus coBIIOICHNS 3aKOHOB W MHBIX HOPMATUBHBIX [PABOBBIX aKTOB, COMIEHCTBUA PabOTHHKAM B
TpyAOyCTpOiicTBe, OOY4eHHM W TIPOJBHKEHWH 10 cyxbe, ofecriedenus JHdHOH GesonacHOCTH
COTPY/IHHKOB, KOHTDOJA KONMYECTBA H KAUECTBA BBLIIONHAEMOH paboThl H obecrieyeHnsl COXPaHHOCTH
uMymecTea Omeparopa.

2.6. OCHOBHO# 1enbio 06paboTku [T]TH ABAsSETCS UCTIOTHEHME JOTOBOPHBIX 0053aTeIbCTB.

3. MNepcoHanbHbie faHHbie, o6pabaTbiBaeMble B ncnan
3.1. B UCII/In o6pabatssaiorca [1/IH cieqyromux cyGbeKTOB [ a:
3.1.1. corpyauuku Oneparopa;

—
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3.1.2. xmmenTHI (TToTpebutenn yeayr Onepatopa);

3.1.3. xoutparents Oneparopa

3.1.4. coTpynHHKH TpaBoobnanares (paspaGoTdmKa) TMpOrpaMMHOrO — obecreyeH s Oneparopa,
OCYIIECTRIISFOLIHE SKCTUTYaTalMOHHYIO U CEPBHCHYIO MOIIEPIKKY;

3.2. JlaHHbIi IepedeHb MOXKET NIepecMaTpPUBATLECA TI0 MEpe HEO0OXO0IUMOCTH.

3.3. [lepcoHansHbie nanHbie cyGnexros [1JIH  BKIIOHAOT: baMHUTIO, WMA, OTHECTBO, KOHTAKTHBIH
TenedoH, a TakKe aJpec AMEKTPOHHON MOYTHL.

3.4. Kpome YKa3aHHBEIX IEPCOHANBHBIX JaHHBIX OMCPATOp TAKIKE BIPABE o6pabaTeIRaTh CIIEMYIOMIYI0
undopMalMIO, TONyYaeMylo OT cyObeKra NepCOHABHBIX MAHHBIX TOCPECTBOM TIO omeparopa:
Bpemsi/fata Hayana paboThl ¥ €e OKOHYaHH; Bpems/nata ortorpaduit, cTatyc Aaruukos GPS; cratyc
HACTPOMKM OMpeJIeIeHHsl MECTOMONOKEHUS yCTpOMCTBA 1O CETH; CTATYC COGIMHEHHA C CETBIO
«VIHTepHETY; CIIHCOK YCTAHOBJIGHHOTO Ha YCTPOHCTBE CyOHeKTa IepCoHATbHBIX NAHHPIX 1O nns npoBepKH
na mamuume I10 s W3MEHEHWS TeONIOKAIMH M IIOMy4eHHs MpaB Cynep MOJb30BATENs; MOIYHCHHE
CBEJIGHHH O IIONy9YeHHH YCTPOHCTBA B TEHEHHE OCYIIECTBIICHHA pabotel B wiserep; uHpOpMalMi 0
HACTPOMKAX BPEMEHHU | HYaCOBBIX TOSCOB; JIOTHPOBAHUE JICHCTBHH B WiseRep u cocTostHus GaTapen.

4. foctyn Kk NMAH

4,1. Corpymauku OnepaTopa, KOTOPBIE B CHITY BBITIONHACMBIX ciyKeOHBIX 00A3aHHOCTEH [IOCTOAHHO
paGoraoT ¢ [1/{n, noiryuarot noryck k [IJ[H Ha CPOK BEINOJHEHHA MMM COOTBETCTBYFOTIHX JOJDKHOCTHBIX
00sA3aHHOCTEH.

4.2. OnepaTopoM YCTAHOB/IEH Da3spellMTesbHEIA MOPANOK JOCTyIA K [1J{u. CoTpyanukam Omepartopa
npeocTapnseTces foctyn k pabore ¢ IIJIH MCKITFOMUTENBHO B IpE/eNiax H o0bemMe, HEOOXOTUMBIX UIA
BLITTOTHEHHS MMH CBOMX JIOJDKHOCTHBIX 00A3aHHOCTEH.

4.3. BpemeHHBIH WM pasoBblif omyck k padote ¢ IIJIH B CBA3H CO ciyxe6HON He0OX0UMOCTBIO MOKET
6LITE IONyUeH coTpyaHHKoM Orepatopa Mo corniacoBaHmio PyKkoBosmTens.

4.4, Joctyn k I1JI# TpeThHX JHIl, HE SBJIAOIIMXCA COTPYIHHKAMH Onepatopa Ge3 cormacus cyObeKTa
[1/[n, sampelueH, 3a WCKIIOYEHHEM [OCTyNa COTPYAHHWKOB OpraHOB UCIIOJIHATEIBHON ~ BJIACTH,
OCYILECTBIIEMOTO B PAMKaX MEPONPHATHI 110 KOHTPOJIIO M Ha/[30py 33 HCTIONHEHUEM 3aKOHOAATENECTE,
peanuzaimy  QYHKIHH M [OJHOMOYKI COOTBETCTBYIOMHX —OPraHOB rocyJapcTBeHHOM BJIACTH.
IIpegocraBaeHHe HHpOpMALMK TIO 3ampocy WM TpeGOBAHHIO OpraHa ToCYJAapCTBEHHOH BIACTH
ocylecTBseTcs ¢ Beoma Pykosoaurens Oneparopa.

4.5. Jocryn corpymmuka Omeparopa k TIJ[H mnpexpamaercs ¢ ZaThl, MPCKPaIICHHA TPYAOBBIX
OTHOIICHHH, JTHOO HATH W3MEHEeHHMs MOJDKHOCTHBIX OOS3aHHOCTEH COTPYAHHKA WWIH UCKITIOYEHHA
COTpY/IHHMKA M3 CIICKA JHL, WMeromux npaso goctyma K T1/1H. B ciyvae yBONMBHEHHA BCE HOCHTEIIH,
comepxkampe I1J[H, KOTOpBIE B COOTBETCTBHH C [O/DKHOCTHBIMH 06A3aHHOCTAMYM HaXOJWIHCh B
pacropsukeHHH pabOTHHKA BO BPEMS paboTbl, MOIDKHEL OBITH MepefiaHsl  COOTBETCTBYIOLIEMY
JIOJDKHOCTHOMY JIMILY.

5. OcHoBHbie Tpe6oBaHus no sawure MNAH

5.1. TTpu o6pabotke [1IH B HHOOPMALHMOHHOM CHCTEME NOJDKHO OBITE OOECTIEUEHO:
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a) MpPOBECHHe MEPOTIPUATHH, HaNPABIEHHBIX Ha MPEJIOTBPALICHHE HECAHKLIMOHMPOBAHHOTO J0cTyma K
[epCOHANTBHBIM JAHHBIM H/HITH TIepe1atuy HX JIHIaM, HE MMCIOIMM NpaBa HocTyra K Tako# uH(GOpMaLHH,

6) cBOeBpeMeHHoe oOHapyKeHHe (AKTOB HECAHKIIMOHUPOBAHHOTO NOCTYTIA K T 0n;

B) HEJOMyIEHHE BO3JEHCTBHS HA TEXHWYECKHE CPEACTBA aBTOMAaTH3MpOBaHHOM obpaborku I1/lH, B
pE3YJIETATE KOTOPOIO MOAKET OBITh HAPYLIEHO WX (YHKIMOHHPOBAHHE;

F) BO3MOKHOCTE HE3aMEIIMTEIEHOr0 BOCCTAHOBICHHA H)IH, MO}IH(!)HIH’I}’JOBB,HHLIX WIH YHHUYTOKEHHBIX

BCJICICTBHE HECAHKITMOHUPOBAHHOIO JOCTYTIA K HHM,
J) IOCTOSHHBIH KOHTPONb Hafl obecrieueHHeM yPOBHS 3allMIICHHOCTH I n.

5.2. Omepatop 06f3aH NMPUHUMATE HEOGXOTMMBIEC PABOBBIE, OPraHN3AMOHHLIC, TEXHHICCKHE 1 npyrue
MephI ist obecriedenua 6e30TIaCHOCTH [1/IH.

5.3. OrnepaTopoM HCIOIb3YETCH TEXHHYECKHE CPE/ICTBA 1 POrpaMMHOS oGopynosanue 1 06paboTKH 1
zamuTel [1/1H.

5.4. Bee miua, gomymenssie k padore ¢ [1/IH, a TaKie CBA3AHHBIC € JKCIUTyaTale U TEXHUYSCKUM
conpoposkaenuem VCIIJIH fomiHb! GbITh O3HAKOMITEHBI C TpebosanusiMy HacTosmero [lonoxenus.

5.5. Cotpysuukn  00s3aHBI  HE3aMEIMTEIBHO co0BIaTs COOTBETCTBYIOIIEMY — TOJKHOCTHOMY
smiy Onepatopa 06 yTpaTe WM HEJOCTa4e HOCHTENEH prHdopmanmu, coctapnaiower 11J1H, a Takxe o
MpUYMHAX ¥ YCTOBMSX BO3MOXHOH yTeuku ITJIH. B cilyqae TOTBITKH MOCTOPOHHIX JIUL TIOYYHTh
ot cotpyauuka [1J[H, oOpabarsiBaembix OnepaTropoM — HE3aMEUITETRHO W3BECTUTH 00 OTOM
COOTBETCTBYIOIIEE A0JDKHOCTHOE K10 Oreparopa.

6. Cornacue Ha o6pa6oTtky MNAH

6.1. Cy6mwext I1JIH npyHHAMaeT pelIeHHE O [IPEOCTABICHIN CBOUX TIJIH ¥ laeT cornacue Ha ux o6paboTKy
cBOGOIHO, CBOEH BosIel W B cBoeM uHTepece. Coryiacie Ha o6pabotky ITTH TOmKHO GBITE KOHKPETHBIM,
1HGOPMHPOBAHHEIM 1 CO3HATENbHBIM. Cornacke Ha o6pabotky T1/{H MoskeT OBITh JaHO CyOBEKTOM I1Tx
WA ero MpeCTaBMTeNeM B JH000H TO3BOJIAIONIEH MOATBEP/UTE axt ero momydeHHs popme, eIl HHOE
He YCTAaHOBIIEHO 3aKOHOJATENBCTBOM PO,

6.2. IMonydeHHe MMCEMEHHOTO COTJIACHA Ha o6padotky [1JIH oCylECTBIIETCA COTPYAHUKOM Omneparopa
60 o nopydeHro OnepaTopa KoHTpareHToM Orepartopa.

7. Nopsgok 06pa6oTku n 3awuTbl MAH

7.1. O6ecrieuenne KoHuaenumansHoctd I1J[H,  oOpabaThiBarOmMXCs OmepatopoM, fABJIACTCA
oBs3aTEBHBIM TPeGOBAHMEM IS BCEX JIHIL, KOTOpbIM [IJIH CTalH H3BECTHBL.

7.2. Cotpymauku OmnepaTopa, OCYIIECTBIIONIHE ohopmreHue IOKYMEHTOB, 0Os3aHbl TIOMy4aTb B
YCTAHOBJIEHHBIX CITyHasX COrNache CyOHeKTOB 111 Ha 06paboTKy.

7.3.B ciyyae HapyuleHMs YCTAHOBJICHHOTO TOpAIKa obpa6otku T1J[H coTpyanuku OnepaTopa HECYT
OTBETCTBEHHOCTh B COOTBETCTBUH C paszenoM § Hactosawero [lonoxenus.

7.4. T1JIH cy6BeKTOB Ha OyMayKHBIX HOCHTENAX, ob6pabareiBacMbie OnepaTtopoM, XpaHATCS B OT/AeNax (y
COTPYIHHUKOB), HMEIOMIMX J0MYCK K 00paboTKe COOTBETCTBYFOLIHX I[1/1u. TlpaBo JoIycKa COTPYAHHKOB K
neapTomarusiposannoit UCTI/In omnpenensetcs nprkasom PykoBonuTens. Hocurenu I1[1H He MODKHEI
ocrtasarhes 6e3 mpucmotpa. [lpu mokuaaHuu pabodero MecTa, COTPYAHNKH, OCYIECTBIIAOLINE 0bpaboTKy

#
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T1/IH mo/mKHBL, yOupaTh HOCHTEIH B ceit, 3armpaeMblif LIKad WM HHBIM obpa3oM OrpaHM4HBaTh
HeCAHKIMOHHPOBAHHEIH focTyn K HocurersM. IIpd yrepe Wi mOpHe TI/In ocymecTBseTCS I10
BO3MOYKHOCTH UX BOCCTAHOBJICHHE.

7.5. MecTa XpaHeHHA JOKYMeHTOB, comepskaryx [1/Tx:

7.5.1. TIJla wmentos OmepaTopa (AOrOBOPBI, AKTHI, COTIALICHHMA, AHKCTHL, KOTIMM MaclopTOB, HHEIE
ro(o6HEIe JOKYMEHTEI, conepskammme [T/In xmeHToB Oneparopa, HOCHTETH unbopmanuu (Qren-KapThl,
JWICKH, M T.T.) XpaHfTCA B OCHOBHOM H 3amacHoM oducax Ormeparopa, pasMemiarores Ha MONKaxX H
3amuparoTcs Ha Kimod. OTBETCTBEHHOS JIMIO, OCYIECTBIAIONIEE KOHTPOIL OTpefieNfeTca MPUKasoM
PyxoBonutens.

7.5.2. T1JTu cotpyauukop Oneparopa — IOKYMEHTEL, HOCHTEIH pH(bopMartiy ((IIeII-KapThl, IMCKH H T.11.)
XpausTes B celid)e KOMIAHAH 1 3aTIMPAIOTCA Ha KIIKOH. OTBETCTREHHOE JTHII0, OCYIIECTBIIAIONIEE KOHTPOIb
— PykoBogutens OnepaTopa.

7.6. Belgada OKYMEHTOB [y O3HAKOMJICHHA  OCYIIECTBIACTCA  JIAMAM, JOMYUEHHBIM K
COOTBETCTBYIOMIEH HHpOPMALH B LEJAX UCTIONHEHNA NO/UKHOCTHBIX obs3aHHOCTEH, Ha CPOK, He Doree
omHoro pabodero JHs.

7.7. Tlpu paGoTe ¢ NpOrpaMMHBIMM CpE/CTBAMH aBTOMATH3MpOBaHHOM cucTembl  OmepaTopa,
peanusyrolel GyHKUMH NPOCMOTPA U PEJAKTHPOBAHHA 1[I, 3ampewniaeTcs AEMOHCTPALMA SKPaHHBIX
OpM, CONEPIKAIMX TAKHE IAHHbIE, JIHLAM, HE MMEIOLIIM COOTBETCTEYIOLICTO JOITyCKa.

7.8. Tlpu momyuenun [1JIH cOTpyAHUKOM Oriepatopa, KOTOPBIH B COOTBETCTBHH C MOJDKHOCTHBIMH
obssapHOCTAME TonydaeT [I[[H OT KiIMeHTa, COTPY/HHMKA HHOTO JHNA B obs3aTeNbHOM TIOpSIKE
IPOBOJMTCS  TIPOBEPKA  JIOCTOBEPHOCTH [[{u. Beox I/, mnomysennsix OnepaTopoM, B
MH(OPMALHOHHYIO CHCTEMY OCYTIECTBIIASTCA COTPYAHHKAMU MMEFOLIMMH JOCTYI K COOTBETCTBYIOIIAM
T1JTs. COTpyAHMKH, OCYIIECTBITIONIME BBOA HHQOPMALIMY, HECYT OTBETCTBEHHOCTE 34 JIOCTOBEPHOCTE H
[OJTHOTY BBEJECHHON MHDOPMALIHH.

7.9. Ocobennoctn obpabotku I1JIH, comepiKalluxcs Ha HyMaKHBIX HOCHTENAX, 0e3 HCIOJb30BaHNA
cpesicTB aBTOMaTH3alMA (TPH COCTABJICHMH NOKYMCHTOB HE ucronsayercs [[9BM) ycTaHOBNEHBI B
coorercTBuM ¢ Ilocranosnenuem [lpaBurensctsa PO ot 15.09.2008 N 687 "OO6 yTBepKACHHH
TTonoxkenus 06 ocobeHHOCTAX 00pabOTKH MEPCOHATIBHEIX NaHHBIX, OCYILECTBIAEMOMH O€3 UCTOMb30BAHNA
CpPeICTB aBTO MaTuzanuu’,

7.10. TIpy HeaBTOMATH3MPOBAHHOH obpaborke [1/[H Ha OyMaKHBIX HOCHTEILIX:

7.10.1. He pmomyckaerca (uKcalys Ha OJHOM OyMaKHOM HOCHTEIE T1/14, uead oOpaBOTKH KOTOPBIX
3aBEJIOMO He COBMECTHMBI;

7.10.2. TIJn nomxHbl 0GocobnATECS OT HHOH uHbOpMaLMK, B YACTHOCTH IyTEM duKcalmu HX Ha
OTIEBHBIX GyMaKHBIX HOCHTEISX, B CIISLUATBHBIX pasfenax Wil Ha MOIX dopm (6maHKOB);

7.11. Tlpu HCTIONB30BAHMM THIIOBBIX HOPM IOKYMEHTOB, XapaKTep uH(OpMaIiK B KOTOPBIX NPenoaraeT
WITH forTyckaeT Bimovenue B Hux [1/[H (nanee — TUMOBBIC opMBI), TOMKHBI COOMIOAATECA CIEAYIOLIHE
YCIIOBHA:

7.11.1. Turosas ¢opMa WIH CBA3AHHBIC C HEH JOKyMEHTBI (MHCTPYKIWAA IO €€ 3ar0JIHEeHHIO, KapTo4kH,
peecTpbl W JKypHAITBI) AOJDKHBI COIEPHAAT CBEACHMA O LENH HeaBTOMaTH3HpoBaHHOM 06paboTku T1]TH,
umst (HauMeHoBanue) 1 anpec Onepatopa, GaMUIIMIO, MMsl, OTHECTBO M a/pec cy6opexta I1JIH, HCTOYHHK
nonyuenna [1/IH, cpoki obpaborky [1/]{H, mepeyeHs neiicteuii ¢ TIJ{H, KoTopsle GyayT COBEpIIATHCS B
mpoiiecce ux 06paboTky, obliee ONUCAHUE HCTIONB3YECMBIX OTEpaTopoM criocobos o6padoTku T1/1H;

’
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7.11.2. Tunosas ¢opma [JODKHA IIpeIyCMaTpUBaThk MOJE, B KOTOPOM cy6obexT [1J[H MOMKET MOCTaBUTH
OTMETKY O CBOEM COIJIaCHH Ha HEeaBTOMATH3UPOBAHHYIO obpabotky [1[IH, — TIpH HeOOXOAUMOCTH
MOJTyH4eHHs MUCBMEHHOTO COrlacks Ha 06paboTKy [1H;

7.11.3. Tunosas dopma Ao/KHa OBITE COCTABIEHA TAKHM oBpazoM, 9To0b! KaxKbli 13 cybektor I1/IH,
CcoJIep/KAIMXCA B JOKYMEHTE, HMell BO3MOKHOCTE O3HAKOMHTBCS CO CBOMMH I1]Ts, comepsKaliMHCs B
JIOKYMEHTE, He HapyIIas NpaB i 3aKOHHBIX HHTEPECOB MHBIX cyopextoB I1/IH;

7.11.4. Tunosas Gopma JODKHA HCKIIOYATh 0O0beAHHEHHE riofieit, mpeaHa3HaYeHHbIX /11 BHECCHHs I1n,
1esi 06paboTKU KOTOPBIX 3aBEIOMO HE COBMECTHMBI.

7.12. Xpanenue [TJIH JODKHO OCYIIECTBAATECS B HOPME, ro3BoNsIOMmIEH onpenenuts cyorekra I1/1H, He
nonbuie, Yem sToro Tpedytor uemn obpaborkd ITJlH, ecim CpoK XpaHCHHA IMJIs He ycTaHOBJIEH
(bezepabHBIM 3aKOHOM, JI0TOBOPOM, CTOPOHOH KOTOPOTO, BLIFOZIONpHOOpeTaTeNIeM MK OPYUHTEIIEM 110
KoTopomy sensetcs cyosext [T/1H.

7.13. Ciiyuan yHHUTOKeH!s, 670KMpoBaHKs 1 yTodHeHus [T

7 14. VHMUTOKEHHEe WM OOe3TMUMBAHME YacTH [EePCOHANBHBIX [aHHBIX, CCJIM 3TO JIOITYCKAaeTCHA
MaTEpPUATBHBIM HOCHTEIEM, MOXKET TTPOU3BOUTECH cr0co60M, MCKITIOUAtONIMM IaBHeHITyI0 06paboTKy
3THX TIePCOHANILHBIX TaHHBIX C COXPaHEHHEM BO3MOKHOCTH 06palOTKY HHBIX IAHHBIX, 3a()MKCHPOBAHHBIX
Ha MaTepHaIbHOM HocHTeNe (y/laneHue, BBIMAPBIBAHUE).

7.15. Vrousnenue [1Jl# npu ocymecTBIeH M iX 06paboTKy G€3 HCIONb30BAHKA CPE/CTB ABTOMATH3ALMH
TPOM3BOJUTCS MyTeM OGHOBJIEHHMS WM W3MEHCHHA AHHBIX Ha MATEPUa/LHOM HOCHTENE, a ecJid 3TO He
JOMYCKAETCA TEXHUYECKMMH 0COOEHHOCTAMH MaTePHaNbHOTO HOCHTEIIA — MyTEM (bukcau Ha TOM XKe
MaTepUabHOM HOCHTENIe CBE[eHHH O BHOCHMBIX B HUX H3MCHEHHAX b0 MyTeM W3TOTOBIIEHHS HOBOTO
MaTepHaIbHOTO HOCHTEIA ¢ yTouHeHHbMHU T1]TH.

7.16. YHuuTOKEHHe HocuTenel, conepkaniux IT1/IH, ocyllecTBIIeTCs B CICAYIOMEM IIOPAIKE:

7.16.1. T1]T1 Ha 6yMaKHBIX HOCHTENIX YHHYTOKAIOTCH IyTEM HCTIONBE30BAHNA MIPEIEPLI (YHMYTOXKHMTENH
JIOKYMEHTOR), YCTAHOBIIEHHOTO B 0drce Orepatopa.

7.16.2. T1/Tn, pasMemennsle B amat [[9BM yHHUTOKAIOTCS [yTEM YAaNCHHA e€ 13 mamard [I9BM.

7.16.3. I1]IH, pasmeniensble Ha duem-kapTe, IMCKe, HHOM HOCHTEIE HHpOPMALIHH YHHYTOKAIOTCA ITyTEM
yranenus dafiia ¢ HOCUTENA, NpH HEOOXOIMMOCTH ITyTEM HapyIICHHA paboTococoOHOCTH (IenI-KapThl
unu CD-nucka.

7.17. Oduc, nomemenus Oneparopa, 10 OKOHYaHHH paBouero JHA W OTCYTCTBHA COTPY/IHUKOB B OHCe
[TOMEIEHHSX, JODKHBI 3aITUPATECS, OKHA JIOJDKHEI GbITh 3aKPHITEL, J0/UKHA ObITh BKTIOUEHA CUIHATTH3AIIA
(rpy HaJTHYHR).

7.18. CeTteBoe 060pyI0BaHHE, CEPBEPHI CIIEyET PAcIoiaraTh B MECTaxX, HENOCTYIHEIX JULA MOCTOPOHHIX
v (B CTIEIMATBHBIX TTOMEIIEHHSAX, IKadax, Kopobax).

7.19. Y6opka noMenieHui 1 00CTyKHBaHUE TEXHUYECKHX CPE/ICTB WCTI/IH qospKHa 0CyLIECTBIATHCS 11071
KOHTPOJIEM OTBETCTBEHHBIX 32 JIAHHBIC NOMEIICHHA M TEXHUYECKHE CPEaCTBa JIMIL C coBIOIeHHEM MED,
HCKITIOHAIONIIX HeCAHKIMOHMpoBaHHEH noctyn K I1JIH, HOcHTensM HHGOpMAlMH, [POrpaMMHBIM |
TeXHUYECKAM CpecTBaM 06paboTKH, Mepeiaul ¥ 3a1uThl HHpOpMaLuK HUCIIH.

720. B obssangHoctd agmummctpatopos MCIIJIH  BXOQMT YNpaBleHHME YHUETHBIMH  3aMHCAMH
nons3opateneii  MCTI/(n, mnomtepkanue wratHoit paGoter KCILH, ofecreueHHe PE3EPBHOTO
KOMHPOBAHHS JAHHBIX, 4 TAlOKe YCTAHOBKA W KOH(QMIypUpOBAHHE arnaparHoro H [IPOTPAMMHOT0
obecrieuens MCILIH, e cBazamHoro ¢ obecreueHueM Ge30MacHOCTH IIJln 8 UCII/H. Taxxke, B

E



Wise Technologies -

SIMPLE OUTSIDE, WISE INSIDE

obssannoctd agmuuucTparopos MCILJIH BxomuT obecreveHrne COOTBETCTBHS MOpsAKa obpaboTku U
obecreuenns Gesomacaoctd I1JIn B MCIIQn TpeGoBaHHAM MO KOH(HIEHIHATEHOCTH, LETOCTHOCTH H
moctynHocTu T1/JH, npexbsenseMex K KoukpetHoi UCTIIH, u obmum TpeGoBaHHAM Mo 6e30MacHOCTH
I1]1H, yCTAHOBJICHHEIX (he/lepallbHEIM 3aKOHOAATEECTBOM.

721. B ofsanHocTH aamubucrpaTopoe MICTIJIH TakKe BXOIMT YCTAHOBKA, KOH(HIYpPHPOBAHHE H
aJIMMHACTPUPOBAHHE aNMNapaTHLIX ¥ MPOrPaMMHEIX CPEICTB 3allHThI unbopmaru UCIIMIH, yueT u
XpaHeHHe MalUMHHBIX HocuTesned [1/[H, NepHOMMHYecKHil ay[uT JKYypHAIOB fe3omacHOCTH W aHa/Iu3
sampmensoctH  MICII/[, a Tawke ydacTde B CiykeGHBIX paccleloBaHMAX (DAKTOB HapYIISHHS
yCTaHOBJIEHHOTO Nopsaka 00paboTky i obecrneyeHus Oe30nacHoCTH I 0H.

7.22. B mensx ofecreueHns paclpeleNeHHs IIOJHOMOYMH, peanusallid B3aHMHOTO KOHTPOIA H
HeJIOMYILIEHNA COCPENOTOYEHNMs, KPUTHIHBIX 1 Gesomackoctd 111H, MIOTHOMOYHIA y OJIHOTO JIMIIAa He
peKOMeHTyeTest cosMerath ponu rombsosatess MCIIJIH v agMuHHCTpaTopa HCIIJ{a B muue ofHOTO
COTPYAHUKA.

7.23. KBamudukauuoHHbIe TpeOOBaHKs U NETAJIbHBIN MepeHeHb Npas 1 0043aHHOCTEH aIMHHHCTPATOPOB
VCTI/IH 3aKperuIsoTes B COOTBETCTBYIONIMX AOJKHOCTHBIX HHCTPYKITHAX.

7.24. OpranuzaLys BHYTPEHHEr0 KOHTpOINA Hpomecca obpaborku [1/{1 y Onepartopa OCyLIECTBIACTCA B
LeNsfX M3yYeHHs M OLEHKHM (DAKTMYECKOTO COCTOSHHUA 3AIMIICHHOCTH [1JI#, CBOEBPEMEHHOTO
pearupoBaHuMs Ha HApyUIEeHWs YCTAHOBNEGHHOTO TIOpsika HX 00paboTKH, a TaKKe B LeNIX
COBEPIIIEHCTBOBAHHA ITOTO MOPA/IKA M 00ECTICHEHHA €TO cobmoneHns.

7.25. MeponpusTis IO OCYIIECTBICHHUIO BHYTPEHHErO KOHTPOILA 06paboTkd ¥  0OeCICUCHHA
HezonacHocT [1)[H HanpaBIeHb! HA PEIIeHHe CIICIYIOMNX 3a1at.

725.1. OBecriedenne cobmoaeHn coTpyauuKkamyu Onepatopa TpeGoBaHWH HACTOAMIETO [MonoxeHus H
HOPMAaTHBHO-IIPaBOBbIX aKTOB, PEryTHPYHOMIHX chepy [T

7.25.2. OLeHKa KOMTETEHTHOCTH IepcoHana, 3aneficrsoannoro B oGpadotke I1/IH.

7.25.3. O6ecrieuenye paboTococoOHOCTH B SPHEKTHBHOCTH TEXHHIECKHUX CPE/ICTB HUCT1/IH u cpeacts
samurel TTH, HX COOTBETCTBHS TPeBOBAHMAM YNOIHOMOUYCHHBIX OPraHOB HCIONHUTENBHON BIACTH M0
sonpocam GesonacHocTH [T/1H.

7.25.4. BeisBleHne HapyMIeHH YCTAHOBJIEHHOro mopajka obpaboTku IIJlH ¥ CBOEBpPEMEHHOE
MpeJOTBPaIleHHe HeraTHBHBIX MOC/IEACTBHH TaKHX HapyLIeHHH.

7.25.5. TlpunsTHe KOPPEKTHPYHOIMX Mep, HAlPaBICHHBIX HA YCTPAHCHHE BBIABICHHBIX HapylIeHHH, KaK
B nopsake obpaborku IT/1H, Tak U B paboTe TEXHUYECKHX CPEeICTB UCII#.

7.25.6. PazpaboTka peKOMEHJALMH IO COBEPLICHCTBOBAHMIO MOpsIKa o6paGoTku W obecreueHus
6esonacuocTr [1/]H o pe3ysTaTaM KOHTPOTIBHBIX MEPONPHATHH

7.25.7. OcylecTRIeHHE BHYTPEHHErO KOHTPOJIA 3a HCIIONHEHHEM peKOMeHJalMi ¥ yKasaHu#d TO
YCTPaHECHWIO HAPYLUEHHH.

7.26. Pe3yneTaThl KOHTPOIBHBIX MEPONPUATAH OhOPMIIAIOTCA aKTaMH W SBISIOTCA OCHOBAHHEM UL
paspabOTKM PeKOMEHALMIi N0 COBEPIIEHCTBOBAHMIO TIOpsiaKka 06paboTky u obecrieueHHs Oe30MacHOCTH
[J[, no MomepHusauuu Texuwdeckux cpencts UCIIIH # cpeicTs 3allWTEI I1/T4, o ofy4eHHI0 H
[IOBBIIIEHIIO KOMIETEHTHOCTH TIepcoHata, 3aeiicTeosatHnoro B obpadotke I1/H.

8. OTBeTCTBEHHOCTb 3a HapylweHue HacTosALEero nosIoXKeHns
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8.1. Corpyanuku OrnepaTopa HECYT OTBETCTBEHHOCTE 34 HeobecneueHne KonbuneHunansHocTd 1[0 1
HecoGmoneHse npas u cobox cybvexro IIJIH B OTHOMIEHHWH HX [1Ja, B TOM dUHCIE IpaB Ha
HETIPMKOCHOBEHHOCTB HYaCTHOM YKU3HH, JIMUHYIO H ceMeHHyo TalHy.

8.2. Corpyanuku OmnepaTopa HECYT TepCOHAIbHYIO OTBETCTBEHHOCTD 32 Hecobmonerne TpeboBaHmi 10
obpaboTke 1 obecrieueHHIO 6€3011aCHOCTH [1/IH, ycTaHOBeHHBIX HacTosmuM [lonoxenveMm, B

COOTBETCTBHH ¢ 3aKoHOMaTenscTBOM Poccuiickoi ®enepanui.

8.3. Cotpynnux OrepaTopa MOKET OBITH IPHUBJICHEH K OTBETCTBEHHOCTH B CIIyHasdX:
8.3.1. VMBIIUIEHHOTO WK HEOCTOpOKHOTO packpriTys I1/[H

8.3.2. VpaThi MatepuansHbIX HocuteneH [1/1g;

8.3.3. Hapymenus  TpeGoBanmii ~ Hacrosmero  Ifomoxemus W JpyruX — HOpMATHBHBIX

noxymenTtos OmnepaTopa B 4aCTH BOIIPOCOB JOCTYNA U pabors! ¢ I1JTH

8.4. B cirydasx HapylleHHs YCTAHOBJICHHOTO TOpsiiKa o0paboTky U obecneuenus GesomacHocTd 11K,
HeCcaHKIHOHMpoBaHHOro goctyna K IT/IH, packperris [1/IH U HaHECCHHS Ormepatopy, ero coTpyIHHKaM,
KJIMEHTaM M KOHTPAreHTaM MAaTepHaNBHOrO WM MHOTO yuiep6a BUHOBHBIC JIMIA HECYT IPaKIaHCKYIO,
YIONOBHYIO, aJMHHHCTPATHBHYIO, MCLHMILUIMHAPHYIO H HHYIO TPETyCMOTPEHHYIO 3aKOHOMATENBCTEOM
Poccumiickoii Mepepaiy OTBETCTBEHHOCTE.
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Regulation on the Processing and Protection of
Personal Data

i. General Provisions

1.1. This Regulation has been developed in accordance with the personal data protection legislation of the
Republic of Belarus (hereinafter referred to as PD).

1.2. For the purposes of this Regulation, the following terms shall be used:

personal data (PD) —basic and additional personal data of physical person or any data that allows determine
this individual (PD subject);

information system owner — an informational relations subject who possesses ownership rights, user license
and rights of dispose of software and hardware means, information resources, systems and networks within
and under the procedure determined by the owner in accordance with the legislation of the Republic of
Belarus (hereinafter referred to as ISO);

PD processing — any action (operation) or a number of actions (operations) performed with or without
automation tools, including collection, recording, systematization, accumulation, storage, refinement
(update, modification), extraction, use, transfer (dissemination, provision, access), depersonalization,
blocking, deletion, destruction of PD;

automated processing of PD — processing of PD by means of computer technology;
dissemination of PD — actions aimed at disclosure of PD to an indefinite range of persons,
provision of PD — actions aimed at disclosing PD to a certain person or a certain range of persons;

blocking of PD — suspension of processing of PD (except for the cases when the processing is required for
the PD refinement);

destruction of PD — actions that make it impossible to restore PD content in the PDIS and/or that result in
destruction of tangible media of PD;

depersonalization of PD — actions that make it impossible to determine the attachment of PD to a certain

PD subject without the use of additional information;

personal data information system (PDIS) —a set of PD contained in databases and information technologies
and hardware that ensure their processing;
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1.3. This Regulation determines the procedure and terms for processing of PD in Wise Technologies LLC
(hereinafter referred to as the ISO), including the PD transmission procedure to third parties, special aspects
of automated and non-automated processing of PD, arrangements for the access to PD, protection system
of PD, arrangement procedure for the internal control system and liability for breaches during PD
processing, other issues.

1.4. This Regulation shall apply all processes of collection, systematization, accumulation, storage,
refinement, use, dissemination (including transfer), depersonalization, blocking, deletion of PD with or
without the use of automation tools.

1.5. This Regulation shall come into effect upon approval by the Head of the ISO and shall be effective
for an unlimited period of time until replacing with a new Regulation.

1.6. All amendments to this Regulation shall be made by orders.
1.7. Responsible parties of the ISO shall be familiar with this Regulation.

2. Purposes and objectives of PD processing

2.1. The processing of PD shall be limited by achievement of certain predetermined and legal purposes.
The processing of PD which is incompatible with the PD collection purposes shall not be allowed.

2.2. Consolidation of data bases containing PD being processed for purposes incompatible to each other
shall not be allowed.

2.3. Only the PD that meet purposes of their processing shall be subject of processing.

2.4. The content and volume of the processed PD shall meet stated purposes of processing. The processed
PD shall not be excessive in relation to the stated purposes of processing.

2.5. The processing of PD of the [SO's employees can be performed only for the purposes of compliance
with laws and other statutes and regulations, assistance in employment, training and career development of
workers, employees' personal security support, control for the quantity and quality of performed works and
for the safekeeping of property of the ISO.

2.6. The major purpose of the PD processing is the performance of contractual commitments.

3. Personal data processed in the PDIS

3.1. The PD of the following subjects of PD shall be processed in the PDIS:

3.1.1. employees of the ISO;

3.1.2. customers (ISO's service consumers);

3.1.3. contractors of the ISO;

3.1.4. employees of the right holder (developer) of the ISO's software, performing operational and service
support;

3.2. This list shall be subject to review as required.

3.3.In accordance with the Law of the Republic of Belarus N 418-3 (amended 09.01.2019) dated
21.07.2008 “On Population register” (including, but non limited) the personal data of PD subjects shall
include: full name; gender; digital photo.
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3.4. Besides the specified personal data the ISO shall be also entitled to process the following information,
received from the PD subject by means of the ISO's software: start and completion time/date; time/date of
photos; status of GPS sensors; status of configuration of location sensing via network; status of the Internet
connection; the list of the software installed on the PD subject's device for the verification of availability
of the software for the geolocation variation and access to the super-user rights; information on receipt of
a device within the period of work performance in wiserep; information of time and time-zones settings;
logging of actions in WiseRep and of battery status.

4. Access to PD

4.1. Employees of the ISO constantly working with PD by virtue of the performed duties shall have an
access to PD for the period of performance by them of the corresponding duties.

42. The 1SO has established the authorization procedure for obtaining an access to FD. The ISO's
employees shall be provided with an access to work with PD exclusively within the limits and the scope
necessary for the performance of their official duties.

4.3. With regards to business needs upon the Head's agreement the ISO's employee can get a temporary or
a one-time permit for work with PD.

4.4, The access to PD of third parties not being the ISO's employees without the subject's consent shall be
prohibited, except as the access of employees of executive authorities exercised as a part of activity for
control and supervision over the legislation performance, implementation of functions and powers of the
corresponding government authorities. The information upon the request or demand of the government
authority shall be provided with knowledge of the ISO's Head.

4.5. The access of the Operator's employee to PD shall be terminated from the date of employment
termination or the change date of the employee's official duties and/or exclusion of the employee from the
list of employees having access to PD. In case of dismissal all media containing PD being in the possession
of a worker within his work in accordance with official duties, shall be transferred to the corresponding
officer.

5. Major requirements towards the PD protection
5.1. When processing PD in the information system one shall provide:

a) measures aimed at prevention of unauthorized access to personal data and/or their transfer to the parties
not authorized for an access to such information;

b) timely detection of facts of unauthorized access to PD;

¢) non-admission of any impact on hardware of automated processing of PD that may result in faulty
functioning;

d) possibility of an immediate restoration of PD having been modified or destroyed as a result of an
unauthorized access;

¢) permanent control over the PD protection level provision.

5.2. The ISO shall take all necessary legal, arrangement, technical and other measures for ensuring of the
PD safety.

5.3. The ISO shall use hardware for the PD processing and protection.

—
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5.4. All the parties having been allowed to work with PD as well as associated with the operation and
technical support of the PDIS must become familiar with the requirements of this Regulation.

5.5. Employees shall immediately inform the corresponding officer of the Operator about the loss or lack
of media with the information being PD, as well as about the reasons and conditions of a PD probable
leakage. Should any of the third parties make attempt to receive from an employee the PD processed by the
ISO, the employee shall immediately notify hereof the corresponding officer of the ISO.

6. PD processing consent

6.1. The subject of PD shall make a decision on provision of its PD and shall consent to their processing
freely, in its interest and, expressing its will. Consent to the PD processing shall be in writing. Consent to
the PD processing shall be given by the subject of PD in any form that allows to reliably ascertain the
respective text document is signed by the PD subject with the communication tools and othet technical
means, software applications, informational systems or networks.

6.2. A written consent to the PD processing shall be received by the ISO's employee or by the ISO's
contractor upon the ISO's instruction.

7. PD processing and protection procedure

7.1. The guarantee of confidentiality of PD processed by the ISO shall be an obligatory requirement for all
parties having become familiar with them.

7.2. The ISO's employees performing the documents execution shall receive the PD subjects' consent to
processing in prescribed cases.

7.3. The ISO's employee shall be liable in accordance with Section 8 of this Regulation in case of violation
of the established PD processing order.

7.4. Personal data of the subjects in hard copies processed by the ISO shall be filed in departments
(employees) having an access to processing of the corresponding PD. The right of access of employees of
the non-automated PDIS shall be determined by the order of the Manager. The PD media shall not be left
unattended. When leaving their workplace the employees performing the PD processing must take the
media away into a safety locker, a locked filing cabinet or prevent from an unauthorized access to the media
in any other way. In case of the PD loss or damage they shall be restored wherever possible.

7.5. Places of storage of documents containing PD:

7.5.1. PD of the ISOr's customers (contracts, statements, agreements, enquiry, passport copies, other similar
documents containing PD of the ISO's customers, information media (flash-cards, CDs etc.) shall be kept
in the main and auxiliary offices of the ISO, placed on shelves and locked. The person responsible for the
control shall be determined by the Head's order.

7.5.2. PD of the ISO's employees - documents, information media (flash-cards, CDs etc.) shall be kept in a
safety locker of the company and locked. The person responsible for the control is the ISO's Manager.

76. The documents shall be issued for acquaintance to the parties having been admitted to the
corresponding information for the purpose of performance of their official duties for not more than one
business day.
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7.7. When working with the software of the ISO's automated system implementing functions of review
and editing PD one shall be prohibited to present display forms containing such data to the parties not
having the corresponding access.

7.8. In case PD are received by the ISO's employee that in accordance with its official duties receives PD
from a customer, employee of another party the PD validation check shall be necessarily performed. PD
received by the ISO shall be put into the information system by the employees having an access to the
corresponding PD. Employees performing the input of information shall be liable for the authenticity and
completeness of the put in information.

7.9. In case of the non-automatic processing of PD in hard copies:

7.9.1. documentation on a single paper medium of PD processing purposes of that are knowingly
incompatible is prohibited;

7.92. PD shall be isolated form another information, particularly by their documentation on separate paper
media, in special sections or in the margins of forms (template sheets);

7.10. The following conditions shall be met when using document templates the information character of
which presupposes or allows the inclusion of PD to them (hereinafter referred to as templates):

7.10.1. The template of related to it documents (its execution instruction, cards, registers and logs) shall
contain the information about the purpose of the non-automation PD processing, name and address of the
ISO, full name and address of the PD subject, list of actions with PD to be performed during their
processing, general description of processing methods of PD used by the ISO;

7.10.2. The template shall provide a box where the PD subject can mark its consent to a non-automated PD
processing, if a written consent for the PD processing is required;

7.10.3. The template shall be drawn up so that each subject of PD contained in a document be able to
familiarize with its PD contained in a document with no violation of rights and legal interests of other
subjects of PD;

7.10.4. The template shall exclude the combination of boxes aimed for input of PD the processing purposes

of which are knowingly incompatible.

7.11. The storage of PD shall be carried out in the form that allows to determine the PD subject, for a period
not exceeding the one required by the PD processing purposes, in case the PD storage period is not set out
by the federal law, contract, the party, beneficiary or guarantor of which is the PD subject.

7.12. PD deletion, blocking and refinement cases:

7.13. Deletion or depersonalization of a part of personal data, in case it is allowed by a material medium,
can be carried out with a method excluding the further processing of these personal data with possibility to
process other data documented on the material media (deletion, defacement).

7.14. Refinement of PD during its non-automated processing shall be carried out by updating or change of
data on a material media, and in case it is not allowed by technical features of the material media - either
by documentation of data about the made changes on the same material media or by production of a new
material media with the refined PD.

7 15. Destruction of media containing PD shall be performed in the following order:

7.15.1. PD in paper media shall be destructed using shredding machines (document destroyers) installed in
the ISO's office.

7.15.2. PD stored in the PC memory by deleting them from the PC memory.
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715.3. PD stored on a flash-card, CD, other media shall be destroyed by deleting a file from the media, by
failing of performance of the flash-card or CD if required.

7.16. The ISO's office, premises shall be locked upon the end of a business day and absence of employees
there, windows shall be closed, the signaling system shall be activated (if available).

7.17. Network equipment, server machines should be placed in places not available for the third parties (in
special premises, cabinets, boxes).

7.18. Indoor cleaning and the PDIS hardware maintenance shall be performed under control of the parties
responsible for these premises and hardware in compliance with measures excluding the unauthorized
access to PD, information media, software and hardware of processing, transfer and protection of
information by the PDIS.

7.19. Official duties of the PDIS administrators involve management of the PDIS users accounts,
maintenance of the PDIS normal operation, provision of data backing up, as well as installation and setup
the PDIS' hardware and software not related with the provision of the PD safety in the PDIS. Official duties
of the PDIS administrators also involve provision of compliance of the processing procedure and of the PD
safety provision in the PDIS with the requirements of confidentiality, consistency and availability of PD,
that are applicable to the specific PDIS, and with general requirements of the PD safety set out by the
legislation.

7 20. Official duties of the PDIS administrators also involve installation, setup and administration the PDIS'
hardware and software, accounting and storage of the PD computing media, periodic audit of security logs
and analysis of the PDIS security level, as well as participation in internal investigations of violation of the
set out order of the PD processing and security provision.

7.21. For the purposes of distribution of authorities, performance of mutual control and non-admission of
concentration of a one-person authority, critical for the PD safety, one is not recommended the role of the
PDIS users and the role of the PDIS administrator being combined by a single person.

7.22. Qualification requirements and a detailed list of rights and obligations of the PDIS administrators
shall be captured in the corresponding job descriptions.

7.23. Arrangement of the internal control of the PD processing by the ISO shall be performed for the
purposes of investigation and assessment of the actual safety condition of PD, timely response of the set
out order of their processing, as well as for the purposes of improvement of this order and provision on
compliance with it.

7 24. Measures for the internal control of the PD processing and safety provision shall be aimed for solving
of the following issues:

7.24.1. Provision of compliance of the ISO's employees with the requirements of this Regulation and
regulatory legal act governing the sphere of personal data.

7.24.2. Competence of a staff involved in the PD processing.

7.24.3. Provision of working capacity and efficiency of the PDIS hardware and software and the PD
protection means, their compliance with the requirements of the authorized executive bodies on issues of
the PD safety.

794 4. Detection of violations of the set out order of the PD processing and of a timely prevention of
negative subsequences of such violations.

7.24.5. Taking corrective measures aimed at elimination of the detected violations both in the process of
the PD processing and in the operation of the PDIS hardware and software.
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7.24.6. Development of recommendations on improvement of the PD processing and safety provision order
upon the results of supervisory measures

7.24.7. Internal monitoring of performance of recommendations and instructions on elimination of
violations.

7.25. Results of the supervisory measures shall be documented as statements and shall serve the basis for
the development of recommendations on improvement of processing of PD and safety provision order, on
modernization of the PDIS hardware and of the PD means of protection, on training and competence
improvement of the staff involved in the PD processing.

8. Liability for the breach of this Regulation

8.1. The ISO's employees shall be liable for the non-provision of the PD confidentiality and failure to
respect the rights and freedoms of the PD subjects in relation to their PD, including the rights for their
privacy, personal and family secret protection.

8.2. The Operator's employees shall be personally liable for the non-compliance with the requirements for
the PD processing and safety provision established by this Regulation in accordance with the legislation of
the Republic of Belarus.

8.3. The Operator's employee can be held strictly liable in cases of:
8.3.1. Intentional and negligent disclosure of PD
8.3.2. Loss of material media with PD;

8.3.3. Violation of requirements of this Regulation and of other ISO's instruments to the extent of access
and operation with PD

8 4. In case of violation of the set out order of the PD processing and safety provision, unauthorized access
to PD, disclosure of PD and causing material and other damage to the ISO, its employees, customers and
contractor the parties in fault shall bear the public, criminal, administrative, disciplinary and other liability
contemplated by the legislation of the Republic of Belarus.



