51, KoHKpeTHO, HH(QOPMHPOBAHO H CO3HATEIBLHO MPHHAMAI0 pPelIeHHE O MPENOCTABJIEHHH MOHX MEepPCOHATLHBIX
JaHHBIX H Aa10 corjacue HA UX o6paboTky cBo00aHO, cBOEH BOJIEH H B CBOEM HHTEpECE.

HaumeHoBaHHe H aJpec 0NepPaTopa, NOJIYy4alolero corjacHe cy0beKkTa nepcoHaNbHLIX JaHHBIX:
000 «Baiiz Texaomomxus», MHH 6732140141, P®, 214012, Cmonenckas obnacts, CMoneHck, 2-1 Canosad, 25A, opuc HI131.

Co caenywomeii neibo 06paGoTkd NMepcOHAJBHBIX JAHHBIX: [UIA BRINOJHEHHS IOrOBOPHBIX OTHOMEHHH MEXIy
OIEPaTOPOM H HaHUMaTeNeM (3aKasuMkoM) cyObeKTa MepCoHaNnbHbBIX TaHHBIX

IlepeyeHb MepCOHANBHBIX JAHHBIX, HA 06pad0TKY KOTOPBIX AaeTcs corJacHe Cy0beKTa MepcoHaNbHbIX JaHHbIX:
@amunus, uMs, 0TyecTrO; HoMep kKoHTakTHOTO TeiedoHa, apec IEKTPOHHOH MOYTEL

KPOME YKa3aHHbIX MepCOHATBHbLIX JAHHBIX cyﬁbem‘ NepCcOHAJNBHBIX AAHHBIX TAKIKE BbIPaxaeT CBoe COorjacHe Ha uﬁpaﬁo'my
onepaTopom cieayroueil HHGopMaLHH, TIOTyYaeMoii 0MepaTopoM 0T cyGbEeKTa NepcoHaIbHbIX IaHHBIX nocpeacTBoM 11O omepaTopa:

Bpewms/nara Hayana paboTel M ee OKOHYaHMA; BpeMsa/naTta (otorpadui; craryc aatuukoB GPS; craTyc HacTpoHKH
OlpeJeieHHs MECTOIONOKEHHA YCTPOMCTBa 1O CETH; CTATYC COeAMHEeHHA ¢ ceTbld «MHTepHeT»; CIHCOK YCTAHOBJIEHHOTO Ha
ycTpoiicTee cyGpekTa nepcoHanbHbIX AauHbx 10 mns nposepky Ha Hanmuyue [1O g H3MEHEHHA Te0IOKAlWH H ITOTyYeHHs npas
cyTep MONL30BaTeNs; oMy IeHHe CBEIeHHI O MOTyYEHHH YCTPOHCTRA B TEUEHHe OCYIIECTRIeHHS paboTel B wiserep; HHpoOpMAaLMs
0 HACTPOMKAX BPEMEHH M YACOBBIX MOACOB; JIOrMpOBaHUe NelcTBHit B WiseRep u cocTosnmA GaTapeu.

HaumMeHoBaHHe W ajpec JIMLA, OCylIecTB/sI0MIero 06padoTKy NepcoHaAbHEIX JaHHBIX 110 NOPYYEHHI0 0TlepaTopa
(ecsin o6paboTka Oyner nopy4eHa TaKOMY JIHIY) MHE H3BECTHO.

Cpok, B TeyeHHe KOTOPOro AefcTBYeT coriacHe cy0bexTa IepcoHaNbHBIX JAHHBIX, 4 TAKKE CH0C00 ero 0T3biBa,
€CJIH HHOE He YCTAHOBJIEHO 3aKOHOM:

Cpok JeHcTBHSA HACTOAIIETO COTNacHa — 5 JIeT

Ha 0CHOBAHMM NUCEMEHHOr0 ObpaleHus cyObeKTa NepcoHalbHBIX JaHHLIX ¢ TpeGoBaHHEM O MpeKpameHHu 06paboTku
€ro MepcoHaNbHBIX JAAHHBIX OMepaTop NMpeKkpaTHT 06paboTKy TaKMX MEPCOHANBLHBIX JaHHBIX B TeueHHe 3 (Tpex) pabodux aHei, o
yem OyfeT HanNpaBIeHO IMHCBMEHHOE YBENOMICHHE CYOBEKTY MEpPCOHANBHBIX NaHHbIX B TeveHwe 10 (mecstH) paboumx AHEH.
.06paboTka NepcOHANLHBIX IAHHBIX MPEKpalIaeTcs B CIydae JHKBHIALMH WK PEOpraHM3aluy oneparopa. S cornacen ¢ TeM, 4To
0 MOeMy NMHMCHMEHHOMY TPeGOBaHHIO YBeAOMIEHHE 00 YHHYTOXKEHMH NepCOHANbHBIX NaHHEIX GymeT BpyqaThes MHe (Moemy
MPEICTABHTEIIIO) 10 MECTY Hax0xIeHHA obocobnenHoro noapasaencuus Onepatopa.



I, specifically, knowledgeably and explicitly make a decision on provision of my personal data and freely, in my
interest and, expressing my will consent to their processing.

Name and address of the operator obtaining consent from the personal data subject:

Wise Technologies LLC, Taxpayer Identification Number 6732140141, Russian Federation, 214012, Smolensk region, Smolensk,
25A 2nd Sadovaya Str., office NL 31.

For the following purpose of the personal data processing: for the performance of contractual relationships between the operator
and the employer of the personal data subject

List of personal data for processing of which the subject of personal data expresses its consent:

Surname, name, patronymic; contact phone number, email address.

Besides the specified personal data the subject of personal data also expresses its consent for the operator's processing of the
following information obtained by the operator from the subject of personal data by means of the operator's software:

Work start and completion time/date; time/date of photos; status of GPS sensors; status of configuration of location sensing
via network; status of the Internet connection; the list of the software installed on the PD subject's device for the verification of
availability of the software for the geolocation variation and access to the super-user rights; information on receipt of a device within
the period of work performance in wiserep; information of time and time-zones settings; logging of actions in WiseRep and of
battery status.

I am aware of the name and address of the party performing the personal data processing upon the operator's
instruction (in case the processing is instructed to such a person).

The time period of validity of consent of the personal data subject, as well as the method of its mthdrawal unless
otherwise provided by law:

The period of validity of this consent is 5 years.

The Operator shall terminate the personal data processing within three (3) business days upon the written application of the
subject of personal data with the request for the termination of processing of its personal data; written notice hereof shall be
forwarded to the subject of personal data within ten (10) business days. The personal data processing shall be terminated in case of
liquidation or reorganization of the operator. I agree that upon my written request the notice of the personal data destruction shall be
handed in to me (my representative) at the offices of the Operator's separate subdivision.
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(zomkHOCTE)
Ipukas  Ne#jo

NMonoxxeHue 06 o6bpaboTke W 3awumrTe
nepcoHalibHbIX AdHHbIX

1. O6wme nonoXeHns

1.1. Hacrosmee Ilonoskenue pa3paboTaHO B COOTBETCTBUM C 3aKoHozaTenscTBOM Pocemiickoit
Mesiepallid O NMEPCOHANTBHBIX NaHHBIX (fmanee mo Tekcry - IIJ[H) M HOPMaTHBHO-METOIHYECKHMH
JOKYMEHTaMH HCIIOIHHTENBHEIX OPraHOB FOCY/IapCTBEHHOM BIacTH 110 BonpocaM 6esonacHocty I\ npu
ux o6pabotke B uHpOpMarMOHHEIX cucTeMax [1/1H (nanee — UCIIH).

1.2. B nenax vactosmero ITonoxeHHsa HCIOIB3YHOTCS ClIeAYIONIHe TEPMUHEL:

nepconansHele maHHble ([1JIH) - mobas wHGOpPMaLuMd, OTHOCAWAACS K TPSAMO HJIH KOCBEHHO
ONpeaeeHHOMY HIH onpefenseMoMy husndeckoMy Ly (cyowexry ITIH);

OTIEpPaTOp - TOCY/apCTBEHHBIH OpraH, MyHHLMIIAIBHEINA OpTaH, IOpHAHYecKoe WM (QU3HYECKOe JIHIIO,
CAMOCTOATENLHO MM COBMECTHO C JIPYTHMH JIHLIAMH OpraHu3ylomue W (WIM) OCYIIECTBIIAIOIHE
obpabotky [1/{n, a Tawxke onpexnesstomue nenu oopadotku [1/1H, cocras IT/Ix, mommexamux obpaboTke,
neicTeus (onepauy), copepiuaemMsle ¢ I111H;

obpabotka [1[{1 - moboe aelicTRre (Omepalys) HIH COBOKYITHOCTh JeHCTBHI (Omeparuii), COBEPIIAEMBIX
¢ HMCIIONBE30BAHHEM CPECTB ABTOMATH3aLMKM WM Oe3 ucroyb3oBaHud Takux cpencts ¢ [1[[H, Bkmo4as
c6op, 3amMch, CHCTEMATW3AllMIO, HAKOIUIEHHE, XpaHeHWe, yTo4dHeHue (OOHOBJIGHME, H3MEHEHHE),
H3BIIEYEHHE, UCIIOIB30BaHKe, Nepe/iady (pacrpocTpaHeHue, IIpeJoCTaBlIeH e, JOCTy), 00e3THIMBaHuUE,
GrokupoBaHue, yaanenue, ynuuaroxenue I1J1x;

apToMaTH3upoBanHas obpaborka I1/Tu - o6paboTka [1]IH ¢ OMOIIEIO CPEJICTB BEMHCITHTENBHON TEXHHKH,
pacnpoctparenue [1/1H - nqefcTBUs, HaNIpaBIeHHEIE Ha pacKpeIThe [1/]H HeonpeAeIIEHHOMY KPYTY JIHLL;
npenocraenenue [1/IH - peficTBus, HampaBleHHble Ha packpeitie [IJIH ompeneneHHOMY JIHIYY HIH
OTIpeIeNIEHHOMY KpYTY JIMLL;

Gnokuposanue [1/In - BpemenHoe npekpauienue oOpabotku I1/[H (3a MCKIKOYEHHEM CIIyYaeB, eCIH
obpabotka Heo6xoauma utd yrouneHus [1/1H);

yauutoxkerne [IJIH - nelicTBuA, B pe3y/bTare KOTOPBIX CTAHOBUTCS HEBO3SMOXKHBIM BOCCTaHOBHTh
copepxkanue ITIJTa B UCIL[IH ¥ /uiu B pesy/bTaTe KOTOPBIX YHHHYTOXKAIOTCS MaTepHallbHbIE HOCHTEH

[10m;
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obesnuunpanue I1]IH - GeHCTBHA, B pe3y/IbTaTe KOTOPHIX CTAHOBHTCA HEBO3MOKHBEIM 0€3 HCII0Ib30Ba M
JIOTIOJTHMTEIBHON HH(OPMALIMK OMNPeIeIuTh NpHHaexHocTh [1/]H KonkpeTHoMy cyObexTy [1/1H;

HHbOpMalMOHHAA crcTeMa nepcoHansHbiX AaHHbIX (MCIT/IH) - coBokynHOCTE cofepikamuxcs B Oasax
nanubix [T/TH 1 obecneunBaronix ux 06padboTky HHGOPMAIMOHHBIX TEXHOMOTHI H TEXHHYECKHX CPE/ICTB;

TpaHcrpanuynas nepenava I1JIH - mepenada I1/[H Ha TEppUTOPHIO MHOCTPAHHOrO roCy/apcTBa OpraHy
BIaCTH HWHOCTPAaHHOTO TOCY/JapcTBa, MHOCTPaHHOMY (HM3M4ECKOMY JIMLY WIH HHOCTPaHHOMY
OPHIHYECKOMY JIHITY.

1.3. Hacrosmiee ITonoxkenne onpenenier mopsaok U yenoeus obpaborku [1IH B OO0 «Baliz TexHonomxusy»
(nanee mo Tekery - Omepartop), BKmo4as mopanok mnepepaud [1JIH TpereuM JauuaM, 0coOEeHHOCTH
ABTOMATU3MPOBAHHOM W HeaBTOMAaTH3MpoBaHHOH ob6pabotku I1/H, mopsangok pocryna k IT/IH, chcTemy
samuty [1/[H, mopanoK opraHM3alMH BHYTPEHHEIO KOHTPOJA H OTBETCTBEHHOCTh 3a HAPYLUEHHA IIpH
obpabotke I1/1H, HHBIE BONPOCEL

1.4. Jle#ictere HacTosmero [lonoxeHus pacripocTpaHaeTcs Ha Bee IPOLECCHI 110 ¢Oopy, CHCTeMaTH3aLMH,
HAKOILUICHHIO, XPAHEHHIO, YTOYHEHHIO, HCIIONb30BaHHIO, PAClIPOCTPAHEHHIO (B TOM WHCIE Tepejady),
obe3uHBaHnio, GIOKUpOBaHUIO, YHUUTOMEHHIO T1JIH, OCYIIECTBIISEMBIX C WCIIOJIb30BAaHHEM CPEICTB
aBTOMATH3AlMHK U 6€3 MX MCTIONb30BaHMA.

1.5. Hacrosmiee ITonokeHue BCTyNaeT B CHIIy ¢ MOMEHTa ero yTeepikaeHua Pykosonurenem Onepatopa
U eiicTByeT OeccpoyHO, 10 3aMeHBI ero HoBeM [onoxkeHHeM.

1.6. Bce uamenenus B IlonoxeHue BHOCATCS TIPHKA30M.

1.7. OtBetcTBenHsle nuua OnepaTopa HO/UKHEI OBITH 03HAKOMIIEHB! ¢ HacTOALUM [lo/oKeHHEM.

2. lenwn u 3apaumn o6paborku NAH

2.1. O6pabotka I1JH mOWKHA OrpaHMYMBATECA JOCTHKEHHEM KOHKPETHBIX, 3apaHee ONpeleseHHbIX H
3aKoHHBIX 1enei. He nomyckaetcs obpaborka [1]1H, HecoBmMecTuMas ¢ nenamu c6opa [1/1H.

2.2. He nonyckaercs o0beuHenne 6a3 aHHbIX, coaeprkamux I1/1H, 06paboTka KOTOPBIX OCYUIECTBIASTCA
B 1IE/ISIX, HECOBMECTHMBIX MEKLY COOOH.

2.3. O6pabotke momiexkar Tonbko [1/[H, KoTOpble OTBEYAIOT LEMIM HX 00paboTKHy.

2.4. Comepwxanrie u o0bem, obpabarbiBaeMbix ITJIH HO/KHBI COOTBETCTBOBATH 3asBJICHHBIM LIEJIAM
obpabotku, ObpabateiBaemsie [IJ[H He JOJDKHEI OBITH W3OBITOYHBIMH 0 OTHOIIEHHMIO K 3asBICHHBIM
1enaM ux o6paboTku.

2.5. Ob6pabotka [1/I1 cotpyanukor Onepatopa MOXKET OCYMIECTBIIATBECA HCKIIOYMTEIbHO B IENAX
obecriedenns coONIONEHHs 3aKOHOB H WHBIX HOPMATHBHBIX NIPABOBEIX aKTOB, COAEHCTBUA pabOTHHKAM B
TPYIOYCTPOHCTBE, OOyYeHHMH ¥ MPOABIKEHUH 10 cIyxkbe, obecreueHus nuM4YHOH O6e€30MaCHOCTH
COTPYOHHKOB, KOHTPOJA KOJIH4YECTBa M Ka4eCTBa BLITIOJTHSIEMOM pa6OTBI u obecrieueHus COXpPaHHOCTH
uMytectea Onepartopa.

2.6. OcHOBHOM 1eibI0 06paboTky [1/[H sBIsETCA HCIIONHEHHE J0rOBOPHBIX 0043aTENbCTB.

3. MNMepcoHanbHbie AaHHble, obpabaTeiBaembie B UCMNOH
3.1. B HUCII/In obpabarsiBatotcs [1/{H cnepyronmx cyosexkros II/IH:
3.1.1. corpyauuku Oneparopa;
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3.1.2. wmuenTsl (motpebureny yenyr Oneparopa);
3.1.3. xourparents! Onepartopa

3.1.4. cotpynaukn mnipaBoobnanarens (paspabortumka) mporpamMmHoro ofecrneuenus Omnepartopa,
OCYILECTBIIAIOLINE SKCILTYaTALMOHHYIO W CEPBHCHYIO MOAJCPIKKY;

3.2. JlaHHBIi NepeueHb MOJKET NIEPECMaTPHBATHCS 110 Mepe HeOOXOJUMOCTH.

3.3. [lepconaneheie maHHele cyObektoB [1JIH BrmouaroT: damMHIHIO, MMs, OTYECTBO, KOHTAKTHBIH
TesiedOH, a TAKKe afipec MEKTPOHHOM MOYTEL

3.4. KpoMe yKa3aHHBIX MEPCOHAIBHBIX JAaHHBIX OIEpaTop Taloke BIpaBe 0OpabaThIBAaTh CIEAYOLIYIO
uH(OpMALHIO, TIONy4aeMylo OT CyOBeKTa TepcoHalbHBIX JaHHBIX mnocpeacteom IIO omepatopa:
Bpemsi/mara Hadana paGoTel U ee OKOHYAaHMSA; BpeMs/nata dororpadui; ctatyc aaruukoe GPS; craryc
HACTPOMKH OINpeleneHHs MECTOMONOKeHHs YCTpOHCTBA IO CeTH; CTaTyc COSIHHEHHS C CETHIO
«MHTepHeT»; CIMCOK YCTAHOBJIEHHOTO Ha YCTPOHCTBE CyOBEKTa MepCOHaNBHEIX JaHHEX [10 1nd mposepku
Ha Hamuuke 10 pns u3MeHeHHs TeosoOKalMd M IOJYy4YeHMs IIpaB Cylep IOJIb30BaTels; IMOIy4eHHe
CBENIEHHH O IOMYYeHHH YCTpPOMCTBA B TEUEHHE OCYINecTBIeHMs paboTel B wiserep; MHMOpMaIma o
HACTPOMKAX BpEMEHH M YaCcOBBIX MOSCOB; MOrHpoBaHue AekicTrui B WiseRep M cocTosnus barapen.

4, Noctyn k NAH

4.1, Corpynuuka OrepaTopa, KOTOPEIE B CHITY BBITIONHAEMBIX CIIY)KeOHBIX 00S3aHHOCTEH MOCTOSHHO
paboratot ¢ IT]IH, momy4aroT gomyck K I1JIH Ha CPOK BEIMOIHEHHS HMH COOTBETCTBYIOIIMX JO/DKHOCTHBIX
o0s3aHHOCTEH.

4.2, OmiepaTopoM YCTaHOBJIEH paspemuTe/bHEI nopanok jgoctyna k IT[n. Corpymmukam Oneparopa
npeaocTaBiserca JocTymn K pabore ¢ ITJIH MCKIFOYMTEIbHO B IpefieNax H 00beMe, HEOOXOMUMBIX A
BBITIOJTHEHKMSA UMM CBOWX JOJKHOCTHBIX 00A3aHHOCTEH.

4.3. BpeMeHHbIi WK pa3oBbiil gomyck K padore ¢ I1JJH B cBA3M co cirykeOHOH HEOOXOAUMOCTBIO MOXKET
ObITE MOTyyeH coTpyaHukoM OnepaTopa II0 COrIacoBaHMIO PyKoBOIHTENS.

4.4. Noctyn K I/l TpeTbuX NuL, He SBIAIONIAXCSA COTpyAHHKamu Onepatopa Oe3 cornacus cyObekTa
IT/I1, 3ampeiieH, 3a HCKIKYEHHEM [OCTYNAa COTPYIHHKOB OpPraHOB MCIIOJIHHTE/IPHOH BIIACTH,
OCYLIECTBIAEMOTO B paMKax MEPONPHATUH 110 KOHTPOIIO M HaJ30py 3a HCIIOJIHEHHEM 3aKOHOATENbCTRA,
peanuzaid  (QYHKIMH M MOJTHOMOYME COOTBETCTBYIOIIMX OPraHOB TIOCY/JApCTBEHHOH BIIACTH.
IIpegocTapieHre MHGOPMALMK [10 3alpocy WIM TpeOOBaHHIO OpraHa IOCYAapCTBEHHOH BIACTH
ocyiecTBiAeTcs ¢ Begoma Pykorogurens Oneparopa.

4.5. Joctyn corpynHuka Onepatopa k IIJIe mpekpaiiaercs ¢ [aThl, TPEKpameHHs TPYAOBBIX
OTHONIeHHH, MO0 JaThl M3MEHEHHS NOJDKHOCTHBIX O0O0f3aHHOCTEH COTPY[HMKA W/HWIH MCKIKOYEHHA
COTPY/HMKA W3 CIHCKA JIMI, MMEIOMMX NpaBo fAocTyna K I1/[H. B ciyuae yBonbHEHHA BCE HOCHTEINH,
coziepikamqe IIJ[H, KOTOpBle B COOTBETCTBHH C JO/DKHOCTHBIMH O0f3aHHOCTAMH HaXOIWIHCh B
pacriopsbkeHWH paoTHHKAa BO BpeMs paboTel, MOMKHBI ObITH IepeJaHbl COOTBETCTBYIOLIEMY
JOJKHOCTHOMY JIMITY.

5. OcHOBHble Tpe6oBaHna no 3awmte MNAH

5.1. ITpu o6pabotke I1/lH B HHQOPMALIHOHHON CHCTEME J0IDKHO ObITE 06ecneueHo:
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a) MpOBeJIeHHe MEPOIPUATHH, HAlpaBIIeHHBIX Ha [peJOTBpalleHHe HecaHKLIMOHUPOBAHHOTO JOCTYIIA K
NePCOHANILHBIM JaHHBIM W/WIH Nlepeiady UX JIMLaM, He MMEIOIIUM IpaBa J0cTyla K Tako# uHpopMaruy;

0) cBoeBpeMeHHOE OOHapyKeHHe (aKTOB HeCaHKLMOHUpOBaHHOrO focTyna k IT/IH;

B) HEIOIMYIIEHHe BO3IEHCTBHA Ha TEXHHYECKHE CpE/CTBA aBTOMaTH3MpoBaHHOH obpabotku II/[H, B
pe3yJibTaTe KOTOPOro MoKeT ObITh HapYIICHO X QYHKIMOHUPOBAHHE;

F) BO3MOJKHOCTE HE3aMEIJIUTEIIEHOIO BOCCTAHOBJICHHUA HI[H, MOI[H(I)HI.IHPOBHHHHK HJIIH YHHYTOXKEHHBIX
BCJICICTBHE HECAHKIIMOHHUPOBAHHOTO JOCTYTIA K HHM,

1) IOCTOAHHBINA KOHTPOJIb HaJl o0ecriedyeHHeM ypoBHA 3aluiieHHocTd IT1H.

5.2. Omeparop ob6s3aH MpUHUMAaTE HEOOXOJUMBIE IIPABOBEIE, OPraHH3ALHOHHEIE, TEXHHYECKHE H IpyTHe
Mephl 11 obecrieueHus Oe3onacHoctu I1/(H.

5.3. OneparopoM MCNONB3YeTCs TEXHHYECKHE CPEACTBA H NPOrpaMMHOe 000pyI0BaHKe 1A 06paboTKH 1
samuTel [T/1H.

5.4. Bce nuua, pomyueHHsie K pabote ¢ I1J]H, a Takke CBA3aHHBIE C JKCIUTyaTalHed H TEXHUYCCKUM
conposoxaeareM UCI/Ia nomkHs! ObITH 03HAKOMIIEHB! ¢ TpeGoBaHIAMH HacTosmero [lonosxenus.

5.5. CorpymHukyr  00s3aHBl  HE3aMEJIMTEILHO  COOOIIATH  COOTBETCTBYHOLIEMY — JOJDKHOCTHOMY
nuiy Oneparopa 06 yTparte Wid Hejoctade HocHTeneH uHGopMaluu, coctapisiomled 11111, a TaioKe o
NPHYMHAX W YCIOBUSX BO3MOHOH yTeuku [I/[H. B ciiydae NOIBITKA NMOCTOPOHHMX JIKL TONYYHTh
ot corpyauuka IIJ[H, o6pabareiBaemerx OmepaTopoM — He3aMEUIMTENBHO —M3BECTHTH 00  9TOM
COOTBETCTBYIOMIEE NOJDKHOCTHOE 1o OnepaTopa.

6. Cornacue Ha o6paboTky MNAH

6.1. Cy6next [1/[H npuHHAMaET pelieHue o rpeocTapneHny cBoux [1/IH 1 naeT coracue Ha WX 06paboTKy
cB0OO/IHO, CBOEH BoJieH U B cBoeM uHTepece. Cornacue Ha o6paborky IT/IH NO/DKHO OBITH KOHKPETHBIM,
MH(GOPMUPOBAHHBIM H co3uatensHbM. Cormacue Ha o6paboTky IT/IH MoskeT GBITh AaHo cyObekToM [1/TH
WJTH €rO TIPEJICTABMTENEM B JIFOGOM [03BONIONMIEH MOATBEPAUTE (GaKT ero noay4eHus Gopme, eciid HHOe
HE YCTaHOBJIEHO 3aKOHOAAaTeNbCTBOM PO,

6.2. Tony4enue nuCEMEHHOTO cornacus Ha o6paborky I1/[H ocymecTBaseTCA COTpyAHUKOM Oriepartopa
nu6o o nopyueHnto OnepaTtopa koHTpareHToM Oneparopa.

7. Nopsigok o6pa6boTku u 3awunTbl MNAH

7.1. Obecnevyenne koubumenuuamsnoctn [1J[H, obpabarbiBatomuxes Omepatopom, —sABISeTCA
o6s3aTepHEIM TpeboBaHHEM U1 BCeX JIHIL, KOTOpeM [T/IH cTamm u3BeCTHBI.

7.2. Cotpyamuku OmiepaTopa, OCYIIECTBIMIOMIE O(GOPMIEHHE [OKYMEHTOB, OOS3aHBI MONy9YaTh B
YCTaHOBJIEHHBIX ClTyyasx coriacue cy6bekTos I1/IH Ha 06paboTKy.

7.3.B ciyuae HapylueHus ycTaHOBIeHHoro nopsaka ofpaGorkm 1[I coTpyanuku Onepatopa HecyT
OTBETCTBEHHOCTh B COOTBETCTBHH C pazaenoM 8 Hactosero [omoxenus.

7.4. TI/Tn cy6bekToB Ha GyMaKHBIX HOCHTENAX, 0OpabaTsBaeMble OnepaTopoM, XpaHsTcs B oTAenax (y
COTPY/IHHKOB), HMEIOITHX JOMYycK K 00paboTke cooTBeTcTBYOmMX I1/IH. IIpaBo fomycka COTpY AHUKOB K
HeasroMatH3uposanHoi UCIIJIH onpenensercs npukasoM Pykosomurend. Hocurenu [Ta He MOMKHE
ocrasaThes 6e3 nprcMoTpa. ITpu nokuaanuu paGouero MecTa, COTPYAHUKH, OCYIIECTRIISIONIAE 06paboTKy
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II[In nosokHel, yOHpaTh HOCHTENM B celd, 3amMpaeMblid mkad WIM WMHbIM 00pa3soM OrpaHHYMBATh
HEeCaHKLHOHHPOBAHHBIH JocTyn Kk HocuTenaMm. I[Ipm yrepe wimu mnopye IIJIH ocymiecTBigeTcs o
BO3MOXKHOCTH MX BOCCTAHOBJICHHME.

7.5. Mecta xpaHeHus JOKYMEHTOB, cojepkaiux I1/1x:

7.5.1. Il/1ln xnuentoB Oneparopa (HOTOBOPHI, aKThl, COITALICHHs, AHKETHI, KONWHM IaclopToB, WHEIE
noao6HEIe JOKYMeHTHI, conepxaniue [1/]x knuenTor Onepartopa, HocuTenu uHGopmMauuy ((emm-KapTel,
JMCKH, W T.[.) XpaHATCA B OCHOBHOM H 3amacHoM ogucax Omneparopa, pasMelalOTcs Ha IONKax H
sanupaioTcs Ha Knod. OTBETCTBEHHOE JIMIO, OCYIIECTBIAIONIEE KOHTPOIb ONPEIENAETCs MPHKa3oM
PykoBonutens.

7.5.2. T1]Ta cotpynHuiKoB OnepaTopa — JOKYMEHTBL, HOCUTEIH HHOOpMaImH ((rem-KapTl, IUCKH U T.IL.)
XpaHfTcs B cefidpe KOMIAHHM H 3aMMparoTca Ha K104, OTBETCTBEHHOE JIHIIO, OCYIIECTBILIIONIES KOHTPOIE
— Pykosoautens Onepartopa.

7.6. Bolmaya JOKYMEHTOB [UIA  O3HAKOMJIEHHS  OCYWIECTBIAETCA  JIHIAM, JONYIIEHHBIM K
COOTBETCTBYIOMIEH HH(OPMALIMH B IEIMX MCTIOHEHUs JIOJDKHOCTHBIX 0043aHHOCTEH, Ha CpoK, He Gornee
OJHOTO paboyero JHs.

7.7. llpa pabore C TPOrpaMMHBIMH CPEACTBAMH aBTOMATH3MPOBAHHOW cucTeMel Omneparopa,
peanusyiomed QYHKIHH MpocMoTpa M pefakTuposaHus II/[H, 3ampemiaeTcs JAeMOHCTpALHs KPaHHbIX
bopM, cofepKaIIuX TaKHe JaHHBIe, THLaM, He HMEIOIIMM COOTBETCTBYIOIIETO JIOIyCKa.

7.8. lpu  momyvenuu [1/I corpysHukom OmnepaTopa, KOTOPBIH B COOTBETCTBHHM C [OJDKHOCTHBIMH
obs3aHHOCTAMH modydaeT [[J[H OT KiMeHTa, COTPY[JHHKa HHOTO JHLA B 0043aTelbHOM MOPSIKe
nposojurcs nposepka jgoctoepHoctd I[IJIH.  Beox II/ln, mnomyyenHeix —OrnepaTopoM, B
HHMOPMAIMOHHYIO CHCTEMY OCYILECTBIIAETCS COTPYIHHKAMH MMEIOIIHUMH JOCTYIl K COOTBETCTBYIOMINM
ITTa. CoTpyIHMKH, OCYILECTBIIAIOMIME BBOJ HH(QOPMAIIMH, HECYT OTBETCTBEHHOCTE 32 JOCTOBEPHOCTh H
[OJIHOTY BBEZICHHOW MH(OpPMAaLIHH.

7.9. Ocobennoctn obpaborku I1[[H, comepkamipxcs Ha OyMaskHBIX HOCHTENX, 0€3 HCIOJL30BAHMA
CPEeICTB aBTOMATH3alMW (TIPH COCTABJIEHMH NOKYMEHTOB He Hcrombsyercs [IOBM) ycranoeieHbl B
cooTeeTcTBMM ¢ IlocranoBnenvem IlpasurenscrBa P@ ot 15.09.2008 N 687 "O6 yreepikaeHHH
TMonosxenus 06 ocobeHHOCTAX 06paboTKK MEPCOHATIEHBIX JaHHEIX, OCYLIECTRIAeMOM 6€3 HCIOB30BaHNA
CPEeICTB aBTOMAaTHU3aLUK .

7.10. Ipu HeasromMatH3upoBaHHO# 06paboTke IT/[H Ha OyMaKHBIX HOCHTEIAX:

7.10.1. He nomyckaercs dukcaums Ha oxHoM OGymakHom Hocutene [1/[H, uenu oOpaboTKH KOTOPBIX
3aBE/IOMO HE COBMECTHMBI;

7.10.2. TITH nomwkHBl 060COONSTECS OT WHOW MHGOPMAIMH, B YACTHOCTH ITyTeM (HKCAMH HX Ha
OTZEBHBIX GyMayKHBIX HOCHTENISAX, B CIELMAIGHBIX pa3fieaX WK Ha monax ¢opm (61aHKoB);

7.11. Ilpu MCTIONB30BAHKMH THIIOBBIX (JOPM JOKYMEHTOB, XapaKkTep HHpOpMALMK B KOTOPBIX IPE/ronaraet
WM JI0TTyCKaeT BK/IoYeHHe B HuX [1/IH (Jajiee — THIIOBBIE (OPMEI), JODKHEI COOMIONATECS ClIe/TyIONIHe
YCIIOBHSL:

7.11.1. Tunosas opMa WK CBS3aHHEIE C HEM JOKYMEHTEI (MHCTPYKUMA [0 €€ 3alOTHEeHHIO, KapTOKH,
PEeCTpBl U KypHAJIbI) JOJDKHEI COEpIKAaTh CBEJEHHA O IIEIH HEeaBTOMAaTH3UPOBAHHOH 00paboTkH I1n,
uMs (HaumeHoBaHue) U afpec Oneparopa, haMIIHIO, HMs, OTUeCTBO U anpec cybbexta [1/1H, HCTOTHIK
nomygenns [1J[H, cpoku obpaborku I1/1H, mepedens nelicteuit ¢ I1JlH, KoTopsie OyayT coBeplIaThCS B
nporecce WX 06paboTkH, obliee ONUCAHHE HCIIONMB3YEMBIX oneparopoM criocobos obpaborku I1/TH;
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7.11.2. TumoBas ¢opma MODKHA TpeaycMaTpUBaTh mone, B KoTopoM cyOwekT [IJ[H Moxer nocraBHTh
OTMETKY O CBOEM COIVIACHH Ha HEaRTOMaTH3WpoBaHHyr obpaborky IIJH, — mnpu HeobxoammocTH
NOJTyueHMs TUCBMEHHOTO corniackd Ha obpabdotky I1]/1H;

7.11.3. TunoBas dopMa nomkHa OBITE COCTaBIeHa TaKuM 00pa3oM, 4TOO! KakapiH H3 cyobexToB I1/IH,
COAEPIKALIMXCA B JOKYMEHTe, MMeJl BO3MOKHOCTh O3HAKOMHUTECS cO CBOMMH I1/IH, comepxaluMucsa B
NOKYMEHTe, He Hapylllas MMpaB | 3aKOHHBIX HHTepecoB HHEIX cyOnekToB I1/IH;

7.11.4. Tunosas dopma JoJDKHA HCKITFOYaTh 00beIMHEHHE N0JIeH, TpeiHa3sHauYeHHBIX 1 BHeceHus [111H,
1enu 00paboTKH KOTOPBIX 3aBEAOMO HE COBMECTHMEL.

7.12. Xpanenwre [1J]H 1ODKHO oCylecTBIATECA B dopme, no3sossitouleit onpeaenuts cyorsekra I1/IH, He
moneire, 4eM 3toro Tpebyror uenn obpaborku IIJIH, ecnu cpok xpanenws [I/[n He ycTaHOBIEH
(enepanbHBIM 3aKOHOM, ZIOTOBOPOM, CTOPOHOH KOTOPOro, BLIFOAONpHOOpeTaTENIeM HIIH TIOPYYHTEIIEM 110
KoTtopoMy sBnsiercs cyOnekt [1/1H.

7.13. Cryqau yHUUTOXNeHuA, 6710KkupoBaHus M yTouHeHus [1/[H:

7.14. VauuroxeHHe WIH 00€3IHYMBAHME YACTH NEPCOHANBHBIX [AHHBIX, €CIIH 3TO JOIyCKaeTcs
MaTepHaTbHEIM HOCHTENIEM, MOJKET TIPOM3BOANTECA CIIOCODOM, HCKITIOHAOIMM JanbHEHNTYI0 00paboTKy
3THX TIEPCOHATBEHEIX IJAHHBIX C COXPaHEHHEM BO3MOXKHOCTH 00paboTKH MHBIX JaHHBIX, 3a()UKCHPOBAHHBIX
Ha MaTE€pPHATBHOM HOCHTENE (yaaeHHe, BBIMAphIBAHHUE).

7.15. YTounenue I1]IH npu ocyniecTBiieHdH HX 00paboTku 6e3 HCIIOIb30BaHus CPEICTB aBTOMATH3AI[HH
MIPOU3BOJUTCS MyTeM OOHOBICHMS WM M3MEHEHWs HAHHBIX Ha MaTepHAIBHOM HOCHTENE, a €C/IH 3TO HeE
JOIYCKAETCA TEXHHYECKMMH 0COOEHHOCTIMH MAaTePHAIBHOTO HOCHTEN — ITyTeM (HMKCAllMH Ha TOM JKe
MaTepHaIbHOM HOCHTEJIE CBEIACHHH O BHOCHMBIX B HHX H3MEHEHHAX JTHOO MyTeM H3rOTOBJIEHHS HOBOTO
MaTepHaLHOTO HOCHTEA ¢ yTouHeHHEIMH [1]TH.

7.16. YHUUTOKEHHE HOCUTeNeH, conepxkariux 11/[H, ocymecTBiseTcs B CAEAYIOMEM IOPAIKE:

7.16.1. T1/1x Ha 6yMaKHBIX HOCHUTENAX YHHUTOXKAKOTCA MyTeM MCIIOIb30BaHMS MIpeephl (YHHUTOKUTEIH
JIOKYMEHTOB), YCTAHOBIEHHOro B oduce OnepaTopa.

7.16.2. 1111, pa3sMemnieHHble B TamMaTH [I9BM yHHUTOXKAIOTCA NMyTeM yAaleHHs e€ u3 naMmatu [IOBM.

7.16.3. 111, pa3sMelleHHEIe Ha (en-kapTe, AHCKe, HHOM HOCHTENe HH(POPMALIHH YHHYTOKAIOTCA ITyTEM
yaaneHus daiiia ¢ HOCHTEN, TIpH HeOOX0MMOCTH MyTeM HapyllueHHs paboTocrocobHoCTH (em-KapThl
iy CD-nucka.

7.17. Oduc, omemenus OmnepaTtopa, M0 OKOHYaHHH paGoyero [AHA U OTCYTCTBHA COTPYIOHHMKOB B odHuce
NOMEIEHHAX, IOJDKHBI 3AIHPATHCS, OKHA TOJDKHEI OBITh 3aKPBITHI, J0/DKHA OBITh BKIIOYEHA CHIHATM3ALIHs
(TIpu HAJTMYKH).

7.18. CeteBoe 06opymoBaHHE, CEPBEPEI CIEAYET pacrosaraTe B MeCTax, HEJOCTYITHBIX [JIs MIOCTOPOHHHX
il (B CrielHabHBIX TOMEIIEHHAX, MKadax, kopobax).

7.19. Y6opka noMenieHuit 4 obcmyxuBanne Texuudeckux cpeacts MCIT/IH TobKHA OCYIIECTBIATHCS MO
KOHTPOJIEM OTBETCTBEHHBIX 33 JAaHHbLIC [IOMEILICHUA U TeXHHYECKHE CPE/ICTBA JIMLL C COONIOICHHEM Mep,
MCKITIOYAIOIMX HECaHKMOHHPOBaHHBIM gocTyn K IIJIH, HOCHTEnsM HH(QOpPMALMH, NPOrPaMMHEBEIM H
TEXHHYECKHAM cpejicTBaM 00paboTky, nepeayu M 3ammTsl HHbopmaruu UCIITH.

7.20. B o6Gs3anHoctd anMuuucrtpatopoR HMCIIJIH BXoguT ympaBieHHE YYETHBIMH  3arTHCAMH
noms3opatenedi  MCII[In, mommepxanue wratHoi paborer HCII/IH, obecrieyeHWe pe3epBHOIO
KOIUPOBAHMs JIaHHBEIX, & TaloKe YCTAHOBKA M KOH(UIYPHPOBaHHE AalapaTHOro M MPOrpamMMHOrO
obecneuenus MCI1JIH, He cBasandoro ¢ obecnevyenuem OGezomacHoctd [1/In B HUCILIH. Taxke, B
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obszannocti agmunuctparopos WUCIIIH Bxoaur ofecrieveHue COOTBETCTBHA mNopsaka oO6paboTku u
obecnieuenna GezomacHoctu [1/In B MCIT/IH TpeGoBaHusAM 10 KOHOUIECHIHATPHOCTH, LEJIOCTHOCTH H
noctynHoctd I1/IH, npeabanieMsix K koHkpetHOH MCIIIH, 1 obwuM TpeboBaHKAM 10 O€30TIacHOCTH
[1/TH, ycTaHoBNIEHHBIX (efepanbHbIM 3aKOHOAATEIbCTBOM.

7.21. B o6s3annoct agmuauctpatopoB WMCII/IH Taioke BXOAMT YCTAaHOBKA, KOH(HIYPHPOBAHHE H
aIMMHHCTPHPOBAHKE AMMAapaTHBIX H MPOrpamMMHbBIX cpencTs 3amuthl uHGopMaimu HCIIIH, y4er u
XpaHeHue MaliuHHBIX HocHTened I1/IH, mepuoAuHeckui ayauT KypHajaoB O€30IaCHOCTH M aHalH3
samienHoctd MCIIJ(H, a Takke ydacthe B ciyxkeOHBIX pacclieoBaHMSAX (AKTOB HapyIeHHs
YCTAHOBJIEHHOTO MopsAaKa 06paboTku H obecnieuenus 6ezomacHoctu [1/1H.

7.22. B nensx obecneueHHs paclpelelicHHA IIOJHOMOYMH, pealu3allid B3aWMHOI0 KOHTPONSA H
HEJIOTYIEH|s COCPeNOTOYeH s, KPUTHIHBIX Ana OesomacHoctd [1/IH, noiHOMOYHH y OXHOTO JIMLE HE
pexomeHnayetcs coBmemars ponu nonesosarens MCITa u agmuuuctpatopa MCII/IH B JIHLE OAHOTO
COTpPYAHHKA.

7.23. Kpanudukaunosssle TpeGOBaHNUA U AETaNbHBIH NepedeHb IpaB ¥ 0013aHHOCTE aIMHMHHCTPATOPOB
HCII/IH 3aKpenfioTes B COOTBETCTBYIOIIMX JO/DKHOCTHRIX HHCTPYKLIUAX.

7.24. Opranuzaiis BHyTpeHHero KOHTpoA Tporecca obpaborku [1/In y Omepatopa oCylIecTBIACTCA B
LedfAX M3Y4eHHs M OLeHKH (aKTHYEeCKOro COCTOSHMA saiqumenHoctd IIJIH, cBOeBpeMEHHOro
pearMpoBaHMs Ha HapylleHHs YCTAHOBJICHHOTO Topsnka ux o0paboTkW, a Takke B LE/IX
COBEPILIEHCTBOBAHHS 3TOTO [OPA/IKA U 00ecTieYeH s ero coOMOCHHUS.

7.25. MeponpHsTHs 10 OCYIIECTBIEHHIO BHYTpeHHero Kontpona obpaGotkn u  obecredeHHs
6esonacHocTH [1/]H HanpaBnIeHs! Ha pellieHHe CIICAYIONIHX 3a/1a4:

7.25.1. Ofecniederne cobmopenus coTpyaHuakamu Oneparopa TpefoBanuii HacTosmero [lonokenus
HOPMATUBHO-TIPABOBBIX aKTOB, perympyonmx chepy I1/1H.

7.25.2. Ouenka KOMIIETEHTHOCTH NEpcoHana, 3aaeicTeoranHoro B o6paborke [1/IH.

7.25.3. O6ecneuenne paborocrocobHocTH U 3 dexTisHocTH Texnudeckux cpezcts MCIIIH u cpencts

samuthl 11J[H, WX COOTBETCTBHA TPeOOBAHHSIM YNOJHOMOYEHHBIX OPTraHOB MCIONHHTENBHOH BIACTH 110
Bonpocam GezonacHocTH I1/1H.

7.25.4. BeiABeHMe HapyIleHW# ycTaHOBIeHHOTO mopsaaka oOpaborku I[I[JH © CBOEBpEMEHHOE
TMpeI0TBpaIlieHHe HeraTHBHBIX MTOCNEICTBUM TAKMX HApYIICHHH.

7.25.5. [IpuuaTHe KOPPEKTHPYIOIMX Mep, HAIPAaBIECHHBIX HA YCTPAHEHHE BHIABJICHHEIX HAPYLICHHH, KaK

B nopszke obpabotku I1/{H, Tak u B pabote TexHmaeckux cpeacts UCIIIH.

7.25.6. Pa3paboTka peKOMeHJALMi IO COBEPIICHCTBOBAHMIO IMOpsnka 0OpaboTKH H obecrieueHHs
6ezonacHocTy I1J[H 10 pe3yNbTaTaM KOHTPOJIEHBIX MEPOTIPHSITHH

7.25.7. OcyiecTBIcHHe BHYTPEHHEIO KOHTPOMS 3a HCIIONHEHMEM DPEKOMEHAAUMi W yKasaHHH IO
YCTPaHEHUIO HapyLLIECHWH.

7.26. Pesy/ibTaThl KOHTPOJIBHBIX MEPONpPHATHH OQOPMILIOTCA aKTaMH M SBJAIOTCA OCHOBAHHEM LA
paspaGoTKH PEKOMEHIALHE 110 COBEPIIEHCTBOBAHMIO MOPs/IKa 06paboTKy U obecriedeHns Ge30MmacHOCTH
I1/T1, mo MozepHu3aluu Texuudeckux cpexncts MCII[u u cpencts 3amwtsl [1/1H, mo 00y4YEeHUIO U
TOBBIIIEHHI0 KOMIIETEHTHOCTH MEPCoHaa, 3aneiicTeoBanHoro B o6pabotke I1)[H.

8. OTBeTCTBEHHOCTb 3@ HapyLueHne HaAaCTOALLEero noJioXKeHus
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8.1. Cotpyauuku Omneparopa HeCyT OTBETCTBEHHOCTH 3a HeoOecmeueHue KoHuaeHuHansHocTH 1110 u
HecobmoneHue mnpaB W cBobon cybwexkroB IIJIH B oTHomenwH ux IIJ[A, B TOM umMcie mnpaB Ha
HEIIPHKOCHOBEHHOCTD YaCTHOH KU3HH, JTHUHYIO H CEMEHHYIO TalHy.

8.2. Cotpynuuku Oneparopa HecyT NEpCOHANBHYIO OTBETCTBEHHOCTE 3a HecoOmoieHHe TpeOOBaHHH 110
obpabotke u obecmeuenmio 6GesomacHocTH [1/IH, ycraHoBneHHelx HactoAuwmMm [lonokenuem, B
COOTBETCTBHH C 3aKOHOAATENBCTBOM Poccuiickoil DOenepariym.

8.3. Cotpyanuk OmnepaTopa MOKeT OBITh IIPUBJIEYEH K OTBETCTBEHHOCTH B CITyYasx:

8.3.1. YMBIIUTEHHOTO WM HEOCTOPOXKHOTO pacKpeITHs [1J[H

8.3.2. Yparsl MaTepuanbHelx HocuTemnel [1/1H;

8.3.3. HapyiueHnus TpeboBaHMI HaCTOALIErO TTonoxenus H  OpyrHx HOPMAaTHBHEIX
nokymenTor OnepaTopa B 4acTH BONIPOCOB JlocTyna 1 pabots! ¢ [1/1H

8.4. B ciyyasx HapyLieHHsi YCTAHOBJIEHHOro nopsaka obpabotku u obecneuenus GeszomacHoctu I1]1H,
HeCcaHKIHOHUpOoBaHHOTrO focTyna K I1/1n, packpeitusa I1/IH v Hanecenus Onepatopy, ero COTpyIHHKAM,
KJIHEHTaM ¥ KOHTpareHTaM MaTepUalbHOTO WM HHOTO yiiepb6a BHHOBHEIE NMIIA HECYT IPaXKIAHCKYIO,
YrOJOBHYIO, aJMHHHCTPATHBHYIO, NUCUMIUIMHAPHYIO W WHYIO NPEIyCMOTPEHHYIO 3aKOHONATENLCTBOM
Poccuiickoit enepaliyi OTBETCTBEHHOCTb.
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Regulation on the Processing and Protection of
Personal Data

1. General Provisions

1.1. This Regulation has been developed in accordance with the personal data protection legislation of the
Russian Federation (hereinafter referred to as PD) and regulatory and procedural guidelines of executive
state government bodies on security issues of PD being processed in PD information systems (hereinafter
referred to as PDIS).

1.2. For the purposes of this Regulation, the following terms shall be used:
personal data (PD) — any information related to a directly or indirectly determined individual (PD subject);

operator — a state body, municipal body, legal entity, or an individual that independently or jointly with
other persons organizes and (or) processes PD, as well as determines the purposes of PD processing, the
composition of PD to be processed, the actions (operations) performed with PD;

PD processing — any action (operation) or a number of actions (operations) performed with or without
automation tools, including collection, recording, systematization, accumulation, storage, refinement
(update, modification), extraction, use, transfer (dissemination, provision, access), depersonalization,
blocking, deletion, destruction of PD;

automated processing of PD — processing of PD by means of computer technology;
dissemination of PD — actions aimed at disclosure of PD to an indefinite range of persons;
provision of PD — actions aimed at disclosing PD to a certain person or a certain range of persons;

blocking of PD — suspension of processing of PD (except for the cases when the processing is required for
the PD refinement),

destruction of PD — actions that make it impossible to restore PD content in the PDIS and/or that result in
destruction of tangible media of PD;

depersonalization of PD — actions that make it impossible to determine the attachment of PD to a certain
PD subject without the use of additional information;

personal data information system (PDIS) — a set of PD contained in databases and information technologies
and hardware that ensure their processing;

cross-border transfer of PD —transfer of PD to the territory of a foreign state, to a state authority of a foreign
state, to a foreign individual or legal entity.

S ST SRR,
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1.3. This Regulation determines the procedure and terms for processing of PD in Wise Technologies LLC
(hereinafter referred to as the Operator), including the PD transmission procedure to third parties, special
aspects of automated and non-automated processing of PD, arrangements for the access to PD, protection
system of PD, arrangement procedure for the internal control system and liability for breaches during PD
processing, other issues.

1.4. This Regulation shall apply all processes of collection, systematization, accumulation, storage,
refinement, use, dissemination (including transfer), depersonalization, blocking, deletion of PD with or
without the use of automation tools.

1.5. This Regulation shall come into effect upon approval by the Head of the Operator and shall be effective
for an unlimited period of time until replacing with a new Regulation.

1.6. All amendments to this Regulation shall be made by orders.

1.7. Responsible parties of the Operator shall be familiar with this Regulation.

2. Purposes and objectives of PD processing

2.1. The processing of PD shall be limited by achievement of certain predetermined and legal purposes.
The processing of PD which is incompatible with the PD collection purposes shall not be allowed.

2.2. Consolidation of data bases containing PD being processed for purposes incompatible to each other
shall not be allowed.

2.3. Only the PD that meet purposes of their processing shall be subject of processing.

2.4. The content and volume of the processed PD shall meet stated purposes of processing. The processed
PD shall not be excessive in relation to the stated purposes of processing.

2.5. The processing of PD of the Operator's employees can be performed only for the purposes of
compliance with laws and other statutes and regulations, assistance in employment, training and career
development of workers, employees' personal security support, control for the quantity and quality of
performed works and for the safekeeping of property of the Operator.

2.6. The major purpose of the PD processing is the performance of contractual commitments.

3. Personal data processed in the PDIS

3.1. The PD of the following subjects of PD shall be processed in the PDIS:
3.1.1. employees of the Operator;

3.1.2. customers (Operator's service consumers);

3.1.3. contractors of the Operator

3.1.4. employees of the right holder (developer) of the Operator's software, performing operational and
service support;

3.2. This list shall be subject to review as required.

3.3. Personal data of PD subjects shall include: full name, contact phone number, as well as the e-mail
address.

3.4. Besides the specified personal data the Operator shall be also entitled to process the following
information, received from the PD subject by means of the Operator's software: start and completion
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time/date; time/date of photos; status of GPS sensors; status of configuration of location sensing via
network; status of the Internet connection; the list of the software installed on the PD subject's device for
the verification of availability of the software for the geolocation variation and access to the super-user
rights; information on receipt of a device within the period of work performance in wiserep; information of
time and time-zones settings; logging of actions in WiseRep and of battery status.

4, Access to PD

4.1. Employees of the Operator constantly working with PD by virtue of the performed duties shall have
an access to PD for the period of performance by them of the corresponding duties.

4.2. The Operator has established the authorization procedure for obtaining an access to PD. The Operator's
employees shall be provided with an access to work with PD exclusively within the limits and the scope
necessary for the performance of their official duties.

4.3. With regards to business needs upon the Head's agreement the Operator's employee can get a temporary
or a one-time permit for work with PD.

4.4, The access to PD of third parties not being the Operator's employees without the subject's consent shall
be prohibited, except as the access of employees of executive authorities exercised as a part of activity for
control and supervision over the legislation performance, implementation of functions and powers of the
corresponding government authorities. The information upon the request or demand of the government
authority shall be provided with knowledge of the Operator's Head.

4.5. The access of the Operator's employee to PD shall be terminated from the date of employment
termination or the change date of the employee's official duties and/or exclusion of the employee from the
list of employees having access to PD. In case of dismissal all media containing PD being in the possession
of a worker within his work in accordance with official duties, shall be transferred to the corresponding
officer.

5. Major requirements towards the PD protection
5.1. When processing PD in the information system one shall provide:

a) measures aimed at prevention of unauthorized access to personal data and/or their transfer to the parties
not authorized for an access to such information;

b) timely detection of facts of unauthorized access to PD;

¢) non-admission of any impact on hardware of automated processing of PD that may result in faulty
functioning;

d) possibility of an immediate restoration of PD having been modified or destroyed as a result of an
unauthorized access;

e) permanent control over the PD protection level provision.

5.2. The Operator shall take all necessary legal, arrangement, technical and other measures for ensuring of
the PD safety.

5.3. The Operator shall use hardware for the PD processing and protection.

5.4. All the parties having been allowed to work with PD as well as associated with the operation and
technical support of the PDIS must become familiar with the requirements of this Regulation.
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5.5. Employees shall immediately inform the corresponding officer of the Operator about the loss or lack
of media with the information being PD, as well as about the reasons and conditions of a PD probable
leakage. Should any of the third parties make attempt to receive from an employee the PD processed by the
Operator the employee shall inmediately notify hereof the corresponding officer of the Operator.

6. PD processing consent

6.1. The subject of PD shall make a decision on provision of its PD and shall consent to their processing
freely, in its interest and, expressing its will. Consent to the PD processing shall be specific, knowledgeable
and explicit. Consent to the PD processing shall be given by the subject of PD or its representative in any
form that allows to confirm its receipt unless otherwise established by the legislation of the Russian
Federation.

6.2. A written consent to the PD processing shall be received by the Operator's employee or by the
Operator's contractor upon the Operator's instruction.

7. PD processing and protection procedure

7.1. The guarantee of confidentiality of PD processed by the Operator shall be an obligatory requirement
for all parties having become familiar with them.

7.2. The Operator's employees performing the documents execution shall receive the PD subjects' consent
to processing in prescribed cases.

7.3. The Operator's employee shall be liable in accordance with Section 8 of this Regulation in case of
violation of the established PD processing order.

7.4. Personal data of the subjects in hard copies processed by the Operator shall be filed in departments
(employees) having an access to processing of the corresponding PD. The right of access of employees of
the non-automated PDIS shall be determined by the order of the Manager. The PD media shall riot be left
unattended. When leaving their workplace the employees performing the PD processing must take the
media away into a safety locker, a locked filing cabinet or prevent from an unauthorized access to the media
in any other way. In case of the PD loss or damage they shall be restored wherever possible.

7.5. Places of storage of documents containing PD:

7.5.1. PD of the Operator's customers (contracts, statements, agreements, enquiry, passport copies, other
similar documents containing PD of the Operator's customers, information media (flash-cards, CDs etc.)
shall be kept in the main and auxiliary offices of the Operator, placed on shelves and locked. The person
responsible for the control shall be determined by the Head's order.

7.5.2. PD of the Operator's employees - documents, information media (flash-cards, CDs etc.) shall be kept
in a safety locker of the company and locked. The person responsible for the control is the Operator's
Manager.

7.6. The documents shall be issued for acquaintance to the parties having been admitted to the
corresponding information for the purpose of performance of their official duties for not more than one
business day.

7.7. When working with the software of the Operator's automated system implementing functions of
review and editing PD one shall be prohibited to present display forms containing such data to the parties
not having the corresponding access.
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7.8. In case PD are received by the Operator's employee that in accordance with its official duties receives
PD from a customer, employee of another party the PD validation check shall be necessarily performed.
PD received by the Operator shall be put into the information system by the employees having an access to
the corresponding PD. Employees performing the input of information shall be liable for the authenticity
and completeness of the put in information.

7.9. Peculiarities of processing of PD in hard copies without means of automation (when drafting a
document no PC is used) are set out in accordance with the Resolution of the Government of the Russian
Federation No. 687 dated 15.09.2008 "On Approval of the Non-Automatic Personal Data Processing
Features Regulation."

7.10. In case of the non-automatic processing of PD in hard copies:

7.10.1. documentation on a single paper medium of PD processing purposes of that are knowingly
incompatible is prohibited;

7.10.2. PD shall be isolated form another information, particularly by their documentation on separate
paper media, in special sections or in the margins of forms (template sheets);

7.11. The following conditions shall be met when using document templates the information character of
which presupposes or allows the inclusion of PD to them (hereinafter referred to as templates):

7.11.1. The template of related to it documents (its execution instruction, cards, registers and logs) shall
contain the information about the purpose of the non-automation PD processing, name and address of the
Operator, full name and address of the PD subject, list of actions with PD to be performed during their
processing, general description of processing methods of PD used by the Operator;

7.11.2. The template shall provide a box where the PD subject can mark its consent to a non-automated PD
processing, if a written consent for the PD processing is required;

7.11.3. The template shall be drawn up so that each subject of PD contained in a document be able to
familiarize with its PD contained in a document with no violation of rights and legal interests of other
subjects of PD;

7.11.4. The template shall exclude the combination of boxes aimed for input of PD the processing purposes

of which are knowingly incompatible.

7.12. The storage of PD shall be carried out in the form that allows to determine the PD subject, for a period
not exceeding the one required by the PD processing purposes, in case the PD storage period is not set out
by the federal law, contract, the party, beneficiary or guarantor of which is the PD subject.

7.13. PD deletion, blocking and refinement cases:

7.14. Deletion or depersonalization of a part of personal data, in case it is allowed by a material medium,
can be carried out with a method excluding the further processing of these personal data with possibility to
process other data documented on the material media (deletion, defacement).

7.15. Refinement of PD during its non-automated processing shall be carried out by updating or change of
data on a material media, and in case it is not allowed by technical features of the material media - either
by documentation of data about the made changes on the same material media or by production of a new
material media with the refined PD.

7.16. Destruction of media containing PD shall be performed in the following order:

7.16.1. PD in paper media shall be destructed using shredding machines (document destroyers) installed in
the Operator's office.

7.16.2. PD stored in the PC memory by deleting them from the PC memory.



Wise Technologies -

SIMPLE QUTSIDE, WISE INSIDE

7.16.3. PD stored on a flash-card, CD, other media shall be destroyed by deleting a file from the media, by
failing of performance of the flash-card or CD if required.

7.17. The Operator's office, premises shall be locked upon the end of a business day and absence of
employees there, windows shall be closed, the signaling system shall be activated (if available).

7.18. Network equipment, server machines should be placed in places not available for the third parties (in
special premises, cabinets, boxes).

7.19. Indoor cleaning and the PDIS hardware maintenance shall be performed under control of the parties
responsible for these premises and hardware in compliance with measures excluding the unauthorized
access to PD, information media, software and hardware of processing, transfer and protection of
information by the PDIS.

7.20. Official duties of the PDIS administrators involve management of the PDIS users accounts,
maintenance of the PDIS normal operation, provision of data backing up, as well as installation and setup
the PDIS' hardware and software not related with the provision of the PD safety in the PDIS. Official duties
of the PDIS administrators also involve provision of compliance of the processing procedure and of the PD
safety provision in the PDIS with the requirements of confidentiality, consistency and availability of PD,
that are applicable to the specific PDIS, and with general requirements of the PD safety set out by the
federal legislation.

7.21. Official duties of the PDIS administrators also involve installation, setup and administration the PDIS’
hardware and software, accounting and storage of the PD computing media, periodic audit of security logs
and analysis of the PDIS security level, as well as participation in internal investigations of violation of the
set out order of the PD processing and security provision.

7.22. For the purposes of distribution of authorities, performance of mutual control and non-admission of
concentration of a one-person authority, critical for the PD safety, one is not recommended the role of the
PDIS users and the role of the PDIS administrator being combined by a single person.

7.23. Qualification requirements and a detailed list of rights and obligations of the PDIS administrators
shall be captured in the corresponding job descriptions.

7.24. Arrangement of the internal control of the PD processing by the Operator shall be performed for the
purposes of investigation and assessment of the actual safety condition of PD, timely response of the set
out order of their processing, as well as for the purposes of improvement of this order and provision on
compliance with it.

7.25. Measures for the internal control of the PD processing and safety provision shall be aimed for solving
of the following issues:

7.25.1. Provision of compliance of the Operator's employees with the requirements of this Regulation and
regulatory legal act governing the sphere of personal data.

7.25.2. Competence of a staff involved in the PD processing.

7.25.3. Provision of working capacity and efficiency of the PDIS hardware and software and the PD
protection means, their compliance with the requirements of the authorized executive bodies on issues of
the PD safety.

7.25.4. Detection of violations of the set out order of the PD processing and of a timely prevention of
negative subsequences of such violations.

7.25.5. Taking corrective measures aimed at elimination of the detected violations both in the process of
the PD processing and in the operation of the PDIS hardware and software.
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7.25.6. Development of recommendations on improvement of the PD processing and safety provision order
upon the results of supervisory measures

7.25.7. Internal monitoring of performance of recommendations and instructions on elimination of
violations.

7.26. Results of the supervisory measures shall be documented as statements and shall serve the basis for
the development of recommendations on improvement of processing of PD and safety provision order, on
modernization of the PDIS hardware and of the PD means of protection, on training and competence
improvement of the staff involved in the PD processing.

8. Liability for the breach of this Regulation

8.1. The Operator's employees shall be liable for the non-provision of the PD confidentiality and failure to
respect the rights and freedoms of the PD subjects in relation to their PD, including the rights for their
privacy, personal and family secret protection.

8.2. The Operator's employees shall be personally liable for the non-compliance with the requirements for
the PD processing and safety provision established by this Regulation in accordance with the legislation of
the Russian Federation.

8.3. The Operator's employee can be held strictly liable in cases of:
8.3.1. Intentional and negligent disclosure of PD
8.3.2. Loss of material media with PD;

8.3.3. Violation of requirements of this Regulation and of other Operator's instruments to the extent of
access and operation with PD

8.4. In case of violation of the set out order of the PD processing and safety provision, unauthorized access
to PD, disclosure of PD and causing material and other damage to the Operator, its employees, customers
and contractor the parties in fault shall bear the public, criminal, administrative, disciplinary and other
liability contemplated by the legislation of the Russian Federation.



